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Executive Summary 

On 28 June 2021, the European Commission adopted 

‘data adequacy’ decisions for the United Kingdom. This 

marked the beginning of a new chapter of UK-EU 

relations on data protection standards following our 

departure from the European Union on 31 January 

2020. This pivotal step forward recognised the 

implementation of the EU General Data Protection 

Regulation into domestic law through the ‘essentially 

equivalent’ 2018 Data Protection Act, including the 

UK’s equivalence with the Law Enforcement Directive. 

  

However, just over two months after these decisions 

were adopted, the Department for Digital, Culture, 

Media and Sport published its consultation, ‘Data: a 

New Direction’. This followed the publication of the 

‘UK Global Data Plans’ put forward by DCMS in 

August 2021 and set out the Johnson government’s 

intention to follow a policy of ‘regulatory divergence’ 

from European standards and directives on data. Not 

only would such proposals do significant damage to 

future UK-EU relations and risk the United Kingdom’s 

data adequacy arrangement with the European Union 

but would be a significant step back in our own data 

protection regime. 

  

The report draws attention to the dangers of the 

Johnson Government’s trajectory on data protection 

and offers an alternative path for the incoming Prime 

Minister which safeguards the UK’s data adequacy 

arrangement with the EU and ensures stability for 

consumers and businesses alike. The free flow of data is 

essential: for our economy, for our national security and 

for the future relationship between the UK and the EU.  

Rather than developing £11bn in growth through 

deregulation, as suggested by the government, the 

potential loss of data flows will cost business far more. 

Imports and exports of goods and services heavily 

depend on the free flow of personal data. EU personal 

data-enabled services exports to the UK were worth 

approximately £42 billion (€47bn) in 2018, and exports 

from the UK to the EU were worth £85 billion 

(€96bn). 

  

Data adequacy decisions have provided authorities with 

continued access to the Visa Information System, Prüm, 

the European Criminal Records Information System and 

the Second Generation Schengen Information System. 

These European law enforcement mechanisms are 

essential to our national security and equivalence on 

data is the key to unlocking access to them.  

The EU GDPR is widely regarded as having the highest 

personal data protection standards in the world. 

Maintaining equivalence on data standards not only 

preserves these consumer rights but will also ensure 

that the UK is not left behind as these regulations 

continue to be updated and strengthened. Should the 

government seek to lower its regulatory data standards, 

such consumer rights may be put at risk with increased 

amounts of our personal data being put into the hands 

of corporations without our consent. 

For the United Kingdom to be able to continue to 

capitalise on the advantages that accompany UK-EU 

data equivalence it must retain and go beyond its Data 

Adequacy Status and in so doing prove to the European 
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Commission that it is committed to dynamic regulatory 

alignment on data.   

This paper, which comes ahead of anticipated legislation 

on the future of the UK’s data protection regime, calls 

for the next government to change course and to 

adopt a policy of dynamic alignment with the EU GDPR 

as it evolves of the coming years, not just taking and 

blindly  implementing new rules but actively engaging 

with the European Union as a partner.  

  

Equivalence on data policy is not only a pragmatic 

solution to an issue that will continue to mount as the 

world becomes ever more digitally inter-connected but 

also a sizeable opportunity to take advantage of both 

parties’ shared interests and goals to advance the vital 

case for strategic cooperation between the United 

Kingdom and European Union. 
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1. Introduction 

The United Kingdom’s withdrawal from the European 

Union on 31 January 2020 created the potential for 

serious chal lenges to emerge from the UK 

Government’s decision to adopt a policy of ‘regulatory 

divergence’ from European standards and directives. 

Amongst the most significant of these possible 

challenges is the issue of data protection and the 

government’s apparent determination to move away 

from EU regulations in favour of its own different data 

policy.  

  

Despite the UK Government maintaining such a policy, 

on 28 June 2021, the European Commission   (“the 

Commission”) adopted ‘data adequacy’ decisions for 

the United Kingdom.  Such decisions are determined by 

the Commission under Article 45 of EU Regulation 

2016/679 and deem personal data to ‘benefit from an 

essentially equivalent level of protection to that 

guaranteed under EU law. ’ According to Article 45 (2) 1

of the General Data Protection Regulation (“GDPR”), 

numerous factors are taken into consideration by the 

Commission as well as the European Data Protection 

Board (“EDPB”) when making and advising on this 

decision, including : 2

  

● The rule of law, respect for human rights and 

fundamental freedoms, relevant legislation as 

well as effective and enforceable data subject 

rights and effective administrative and judicial 

redress 

● The existence and effective function of 

independent supervisory authorities 

● International commitments 

  

This also applies to decisions made regarding the UK’s 

equivalence with the Law Enforcement Directive, 

including international agreements or self-assessed 

safeguards, which must also guarantee essentially 

equivalent standards and ensure the protection of 

fundamental rights. This decision acknowledged the 

United Kingdom’s then high data protection standards 

and allowed for the free movement of personal data 

between the EU and the UK without the need for 

further safeguards. Importantly, the move recognised 

the incorporation of the EU GDPR into UK GDPR 

under the European Union (Withdrawal) Act 2018 and 

the ‘Law Enforcement Directive’ (CED) into the Data 

Protection Act 2018. 

  

The European Commission also included a so-called 

‘sunset clause’ in its adequacy decisions,   limiting the 

lifetime of this decision to four years and ensuring close 

monitoring of the steps taken by the UK Government 

as it continues to develop its own data protection 

framework. This is particularly consequential when 

considered within the context of the UK’s ‘regulatory 

divergence’ policy and the government’s highly 

anticipated legislation on its future data protection 

regime. These plans are unlikely to be affected by the 

formal departure of Boris Johnson as Prime Minister in 

September 2022 and, unless his successor dramatically 

 https://ec.europa.eu/commission/presscorner/detail/ro/ip_21_31831

 https://gdpr-info.eu/art-45-gdpr/2
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changes course, they have the potential to put such 

decisions at severe risk when they are reviewed in 

2025.  

  

As such, the need for cooperation on data and 

ultimately, long term equivalence between the UK and 

the European Union on data is of considerable 

significance. Not only does this have wide ranging 

implications for individuals and businesses, but also 

extends to issues of national security and law 

enforcement. The United Kingdom has a proud history 

of safeguarding data protection rights even before 

GDPR and the preceding 1995 Data Protection 

Directive through the Data Protection Act 1984, put 

forward by the Home Office during the premiership of 

Margaret Thatcher.  

  

It is therefore vital to establish that, although the UK 

Government has the capability to marginally diverge 

from EU standards on data whilst retaining adequacy, 

this does not mean that it should or would be wise to 

take such a course of action. The EU GDPR represents 

some of the highest data standards in the world, giving 

consumers greater control over their own data with a 

say as to how it is used by companies. Article 4(11) of 

the GDPR built on the former Directive’s policy of 

‘unambiguous consent’ to include a higher standard of 

‘explicit consent,’ with Article 7(3) setting out how ‘it 

shall be as easy to withdraw consent as to give it’ and 

so giving consumers the right to withdraw consent at 

any time. It also provides businesses with enhanced data 

security, minimising the risk of cyber attacks and 

improving their reputation with consumers. Rather than 

moving away from the EU on this issue, it is clearly in 

the UK’s emphatic interests for the government to go 

beyond simply maintaining adequate data arrangements 

with the EU.  

  

 This paper intends to demonstrate that equivalence on 

data policy is not only a pragmatic solution to an issue 

that will continue to mount as the world becomes ever 

more digitally inter-connected but also a sizeable 

opportunity to take advantage of both parties’ shared 

interests and goals to advance the vital case for strategic 

cooperation between the United Kingdom and 

European Union.  
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2. The current state of play between the UK and EU on data cooperation   

As of 28 June 2021, two Data Adequacy Decisions 

were adopted by the European Commission for the 

UK; one in respect of the Law Enforcement Directive 

and the other the General Data Protection Regulation. 

Proposals for these adequacy decisions were first put 

forward by the Commission on 19 February 2021 after 

which point the UK’s data protection regime was 

assessed and an opinion was given by the European 

Data Protection Board (“EDPB”) 

  

The move recognises the UK’s high data protection 

standards and safeguards such as the requirement for a 

judicial body to give authorisation to any public 

authority wishing to access data for security purposes. 

In turn, this allows personal data to flow freely between 

the United Kingdom and the European Union. In its 

Data Adequacy Decisions, the Commission made clear 

that 'as the UK GDPR is based on EU legislation, the 

data protection rules in the United Kingdom in many 

aspects closely mirror the corresponding rules 

applicable within the European Union. ’ Indeed, as the 3

Schrems III ruling in July 2020 and the subsequent 

“Recommendations” by the EDPB published in 

November 2020 (to be discussed further in the next 

chapter) affirmed, for this decision to be made the UK’s 

data protection regime had to be considered ‘essentially 

equiva lent ’. This was achieved through the 

incorporation of the EU GDPR and LED into the UK 

legal system and so retained ‘essentially equivalent’ EU 

data standards after the UK formally left the European 

Union.  

The decision also recognises the adherence of the Data 

Protection Act 2018 to the Council of Europe’s 

Convention 108 for the Protection of Individuals with 

regard to Automatic Processing of Personal Data and 

to the European Court of Human Rights (“ECHR”).  

  

The Data Adequacy Decisions and to a further extent, 

the UK’s equivalence with the EU’s own data protection 

regime have helped to ensure that despite the UK’s 

departure from the EU and the European Economic 

Area (“EEA”), it can continue to reap the enormous 

benefits that come with the ability to share data freely. 

In fact, according to the UK Government’s own 

statistics presented in its Explanatory Framework for 

Adequacy Decisions, in 2018 free data flows to the 

European Union were worth £85 billion  to the UK 4

economy and represented 13% of its global trade. 

Hence, given the vital role data flows between the UK 

and EU play in the domestic economy it is of the 

upmost importance that the agreements which facilitate 

this are upheld by the government and indeed are 

strengthened by the UK looking to mirror further EU 

data regulations such as the ePrivacy Regulation 

currently being proposed by the European Commission.  

  

The necessity for the United Kingdom to preserve and 

develop its equivalence with EU GDPR becomes ever 

more consequential when considered alongside the 

‘sunset clause’ introduced in the Data Adequacy 

Decisions by the European Commission. Not only does 

this limit the lifetime of the agreement to four years but 

 https://ec.europa.eu/info/sites/default/files/decision_on_the_adequate_protection_of_personal_data_by_the_united_kingdom_-3

_general_data_protection_regulation_en.pdf

 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/872228/A_-_Cover_Note.pdf4
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also affirms the intentions of the Commission to 

continue to closely monitor how the UK Government 

progresses its own data policy and fundamentally the 

extent to which it chooses to diverge from EU data 

regulations. 

  

Should the UK diverge too much from the EU on data 

policy, the Commission has been clear that it would not 

and could not hesitate to withdraw its Data Adequacy 

Decisions, whether it be in 2025 as the agreement 

comes to an end or before.  This was reiterated by EU 

Vice President for Values and Transparency, Věra 

Jourová when the decisions were adopted in June 2021, 

stating ‘this is why we have significant safeguards and if 

anything changes on the UK side, we will intervene.”  

  

Given the reliance of UK businesses on their current 

ability to share data freely with the European Union, it 

is therefore imperative for the government to look to 

strengthen ties with the EU on data policy rather than 

risking losing its data adequacy status for the sake of 

ideological purity, as will be explored further in the next 

chapter.  
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3. Regulatory Divergence: the Johnson Government’s trajectory on data policy  

In September 2021, just over two months after the EU 

adopted its Data Adequacy Decisions, the Department 

for Digital, Culture, Media and Sport (DCMS) 

surprisingly published its consultation, ’Data: a New 

Direction.’ This built upon the priorities established in 

the ‘National Data Strategy’ from July 2019, the ‘UK 

Global Data Plans’ put forward in August 2021 and set 

out the government’s intention to reform the UK’s data 

regulations as it looked towards future divergence from 

EU standards. 

  

In January 2022, the Cabinet Office published its 

'Benefits of Brexit’ policy paper where this policy of 

regulatory divergence was repeated and the 

government presented its vision for a ‘pro-growth and 

innovation-friendly data protection regime. ’ This 5

signified a dramatic break from the principles of the EU 

GDPR which, whilst still working in favour of innovation 

and growth, puts the rights of the consumer first 

through its high regulatory standards.  

  

3.1 Adequacy Partnerships  
A key objective outlined in this consultation was the 

establishment of ‘adequacy partnerships’ with other 

countries not necessarily aligned to EU data standards 

including the United States, Australia, Republic of Korea, 

the Dubai International Finance Centre, Singapore and 

Colombia, in addition to making future agreements with 

India, Brazil, Kenya and Indonesia a priority. 

  

Of these proposed countries, an Adequacy Partnership 

with the United States presents a particular difficulty 

given the ‘Data Protection Commission v. Facebook 

Ireland, Schrems’ (Schrems III) ruling by the Court of 

Justice of the European Union on 16 July 2020 and 

specifically the “Recommendations” subsequently 

published by the European Data Protection Board on 

11 November 2020. ’ This decision and the following 6

recommendat ions inva l idated the European 

Commission’s previous adequacy decision for the EU-

U.S. Privacy Shield Framework (“the framework”) and 

resultantly, any transfers of data between the EU and 

the US were deemed to be illegal. Not only does this 

ruling create serious obstacles for the five thousand US 

companies which heavily relied on the framework but 

also poses substantial challenges for any future US-UK 

trade agreement which, as is set out by the Johnson 

Government’s own consultation, would encompass an 

Adequacy Partnership. Given the United States’ lack of 

a data adequacy agreement with the European 

Commission and in light of the Schrems III ruling and 

recommendations made by the EDPB, such a 

partnership would risk the UK’s own data adequacy 

status, in addition to seriously damaging UK-EU 

relations. Indeed, this is representative of a wider 

problem surrounding adequacy partnerships, namely 

that they have the potential to undermine and 

ultimately weaken the UK’s current data standards and 

therefore risk its equivalence with the EU’s data 

regulations.  

  

 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1054643/benefits-of-brexit.pdf5

 https://edpb.europa.eu/our-work-tools/documents/public-consultations/2020/recommendations-012020-measures-supplement_en6
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3.2 Cookies, Analytics and Data Privacy 
Further to this, the government has also expressed its 

intention to deregulate privacy laws, laying out in its 

consultation plans to 'set world-leading, gold standard 

data regulation which protects privacy, but does so in 

as light touch a way as possible. ’ However, by ‘light 7

touch’ the government appears to be suggesting the 

removal of vital infrastructure governing ‘cookies’ and 

analytics as well as consumer protections which play a 

vital role in ensuring the safe flows of personal 

information and gives a say to data subjects as to how 

this information is shared and stored by organisations. 

  

In Section 2.4 of the government’s consultation, one 

such proposal ‘would permit organisations to use 

analytics cookies and similar technologies without the 

user’s consent. ’ Not only would this damage the UK’s 8

equivalence with the EU on data but is also unlikely to 

be welcomed by businesses, especially multinational 

companies which are already mandated to follow the 

EU GDPR in order to trade within the EEA and so 

would continue to maintain European standards on 

data. Indeed, most companies are likely to preserve the 

EU GDPR as these are seen to be the ‘gold standard’ of 

data regulation, ensuring businesses have adequate 

coverage no matter where they choose to trade. This 

will always be preferable to altering privacy policies 

depending on the location in which the data transfer 

takes place and has the ultimate impact of establishing a 

global precedent for data regulation. Further to this, 

where the UK data protection regime appears to be 

weak, or the Information Commissioner’s Office 

(“ICO”) weak, it is likely that EU Data Protection 

Authorities (“DPA”) would lead investigations even into 

UK based companies.   This might lead to UK based 

companies, especially if foreign owned, locating 

themselves in the EU instead to avoid a multiplicity of 

investigatory regimes.   In turn, this dis-similarity may 

make the UK a less attractive place to do business. 

  

There have also been suggestions that a part of the 

government’s strategy for relaxing data regulatory 

standards is to attract further investment from the 

services market looking to benefit from lower standards 

surrounding the sharing and storage of personal data. 

Ultimately however, this will not be able to outweigh 

the benefits for individuals, business sectors and 

governmental institutions of free data flows between 

the EU and the UK, not least because the international 

community appear to be moving towards EU data 

protection standards. For the United Kingdom to 

propose rolling back consumer protections as Europe 

and the international community move towards stricter 

regulations appears to be more ideological than 

pragmatic. 

  

3.3 Oversight and Accountability 
In addition to the publication of the ‘UK Global Data 

Plans’ in August 2021, DCMS also announced John 

Edwards, former New Zealand Privacy Commissioner 

as a candidate for UK Information Commissioner. 

Edwards went on to assume the role in January 2022 

and is credited for his role in updating New Zealand’s 

dated privacy laws, bringing them into line with the EU 

 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1022315/7

Data_Reform_Consultation_Document__Accessible_.pdf

 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1022315/8

Data_Reform_Consultation_Document__Accessible_.pdf
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GDPR and ultimately averting the risk of the country 

losing its adequacy status with the European 

Commission. Whilst in many respects this should be 

reassuring for the future of UK-EU data equivalence, 

placed within the current context it is unlikely that this 

appointment will dramatically alter the government’s 

ambitions in relation to data policy. However, the role 

Edwards played in bringing New Zealand into line with 

the EU GDPR further demonstrates how, rather than 

diverging from the European Union many countries are 

in actuality seeking to move towards it on data 

regulations.  

  

There are also proposed changes to the oversight of 

data protection regulations, with the Johnson 

Government outlining plans to revoke current 

requirements for the appointment of a Data 

Protection   Officer, to carry out Data Protection 

Impact Assessments and maintain records of 

processing. This is intended to be replaced by a Privacy 

Management Programme, which is inherently less 

structured and rigorous than existing frameworks and 

so would be likely to lead to less accountability and far 

weaker oversight of data protection regimes. As a 

result, this will add to the costs for businesses 

attempting to replace their data protection systems and 

ultimately make the UK less attractive to inward 

investors.  
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4. Existing frameworks for data equivalence  

There are numerous other countries across the world 

that have also been granted Data Adequacy Decisions 

by the European Commission. These include: Andorra, 

Argentina, Canada (only commercial organisations), 

Faroe Islands, Guernsey, Israel, Isle of Man, Jersey, New 

Zealand, Switzerland, Uruguay, Japan, ourselves, and 

South Korea. 

  

Analogous to the current status of the United Kingdom, 

the countries listed above have been deemed by the 

Commission to maintain ‘essentially equivalent’ data 

protection regulations and so personal data can flow 

freely to and from the EEA. This can be seen to have 

brought considerable advantages given the EU GDPR’s 

reputation for being the ‘gold standard’ of data 

protection regimes. 

  

Although the Commission has adopted fourteen Data 

Adequacy Decisions, this chapter will focus on South 

Korea and Japan as two principal case studies of 

countries that have altered their data protection 

standards to not only meet the high standards of the 

EU GDPR but to establish equivalence. This should also 

serve as an example to the UK as to how regulatory 

alignment by third countries with European data 

standards can prove more advantageous than 

divergence.  

  

4.1  South Korea  
A Data Adequacy Decision for South Korea was 

adopted by the European Commission on 17 

December 2021, following the conclusion of adequacy 

talks in March 2021. This enabled the free flows of 

personal data between South Korea and the EU and, 

like the UK followed the precedent set by the Schrems 

III ruling and the recommendations made by the EDPB 

in November 2020 in establishing the country as having 

‘essentially equivalent data regulations.’ 

  

However, whereas the UK was previously a member of 

the European Union and so had already incorporated 

the EU GDPR into domestic law, South Korea engaged 

in substantive reforms of   its data protection legislation 

through amendments made in 2020 to the Personal 

Information Protection Act 2011 (as amended in 2020) 

(“the PIPA”) so as to meet the standards for the 

adoption of an adequacy decision and to be seen by 

the Commission as ‘essentially equivalent.’ The 

Commission also required the government to address 

its concerns about the potential access of public 

authorities to personal data as well as establish effective 

redress mechanisms for data subjects in the EEA. This 

was achieved by amalgamating data protection services 

within the Personal Information Protection Commission 

(“PIPC”).  

  

A further notable difference between the Data 

Adequacy Decisions adopted for the United Kingdom 

and those adopted for South Korea is the lack of a 

sunset clause in the adequacy decision for South Korea. 

Whilst the Commission will still carry out the first 

review in 2024 and continue to monitor developments, 

in contrast to the UK the agreement will not 

automatically lapse. This may embarrassingly signify the 

enhanced levels of trust placed in the South Korean 
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government compared to the UK to remain aligned to 

European data standards rather than diverging. 

  

Indeed, South Korea is already reaping the benefits of 

its equivalence with the EU GDPR which is seen as an 

advancement on the Free Trade Agreement  (“FTA”) 

between the European Union and the Republic of 

Korea that came into force in July 2011. This adequacy 

decision supports an FTA worth, according to the 

European Commission, approximately €90 billion  a 9

year and once again clearly demonstrates the 

considerable economic and political advantages that 

come alongside cooperation and long term equivalence 

with EU data regulations.  

  

4.2 Japan 
A further example of an existing framework 

demonstrating the benefits brought by data equivalence 

can be seen through the Data Adequacy Decision 

adopted by the European Commission in January 2019 

for Japan. This decision marked the formation of the 

largest free data transfer area in the world and covers 

over 127 million citizens and was announced on the 

same day Prime Minister of Japan Abe declared ‘data 

free flow with trust’ at the World Economic Forum, 

highlighting how equivalence on data protections can 

bring about wider strategic cooperation.  

Similar to the framework put in place by South Korea, 

Japan introduced additional safeguards to meet the 

standards for equivalence with the EU GDPR. Such 

protections included the Personal Information 

Protection Commission of Japan (“PPC”) introducing 

Supplementary Rules under the Act on the Protection 

of Personal Information (“PPI”) for the Handling of 

Personal Data Transferred from the EU based on an 

Adequacy Decision  in September 2018 to enhance 10

the rights of individuals and introduce further 

safeguards surrounding the transfers of data to third 

countries and sensitive data. Japan also introduced a 

complaint handling mechanism similar to the Personal 

Information Protection Commission in South Korea and 

the Information Commissioner’s Office in the UK. 

Assurances were also provided by the Japanese 

Government that any data processed in the interests of 

law enforcement or national security would be 

proportionate and strictly limited to what is deemed 

necessary.  

  

The first review of the EU-Japan mutual adequacy 

arrangement took place in October 2021 where Didier 

Reynders, European Commissioner for Justice and 

Shuhei Ohshima, commented: 

  

“This is probably the best example of how two like-

minded partners can work together to protect privacy 

and facilitate data transfers, to the benefit of their 

citizens and businesses alike. Since then, convergence 

between our respective data protection systems has 

further increased. This review, by ensuring that our 

adequacy decisions work as intended, offers a unique 

opportunity to further strengthen our strategic 

partnership in this area both bilaterally and in 

multilateral fora.”   

  

This clearly goes to demonstrate further how 

establishing equivalence on data protection regimes can 

 https://edpb.europa.eu/news/news/2021/edpb-adopts-opinion-draft-south-korea-adequacy-decision_en9

 https://ec.europa.eu/info/sites/info/files/annex_i_supplementary_rules_en.pdf10
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go beyond merely economic benefits and pave the way 

to enhanced cooperation   between the European 

Union and other countries and, as can be seen in the 

case of Japan, provides an opportunity to consolidate 

trust and a deep partnership through convergence of 

different systems of protecting personal data . Given 11

the success of this Data Adequacy Agreement for EU-

Japanese relations, there is no reason why the same 

opportunity for further cooperation cannot come out 

of UK-EU data equivalence if the will on both sides is 

secured. 

 https://blogdroiteuropeen.files.wordpress.com/2020/06/miyashita-redo.pdf11
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5. An opportunity for cooperation: the advantages of UK-EU data equivalence   

As the international community becomes ever more 

reliant on the free flows of personal data, maintaining 

and developing equivalence with the European Union 

on data protection can be seen to be firmly in the 

interests of the United Kingdom. Far from diverging 

from EU data regulations, protecting and indeed 

strengthening the UK-EU data partnership is a real 

opportunity for closer, strategic cooperation and has 

the potential to foster a host of advantages for people, 

political relations, law enforcement and the growth and 

innovation of businesses. 

  

However, for the United Kingdom to be able to 

continue to capitalise on the advantages that 

accompany UK-EU data equivalence it must retain and 

go beyond its Data Adequacy Status and in so doing 

prove to the European Commission that it is 

committed to regulatory alignment on data. The 

trajectory of the Johnson Government’s data policy did 

little to provide assurances on this and, at a time when 

the rest of the international community is moving 

towards EU standards on data protection, it appears to 

be wandering in the opposite direction for the sake of 

ideology rather than pragmatism. The resignation of 

Boris Johnson as Prime Minister presents an 

opportunity for the UK to seek to reconsider its 

direction of travel on this matter and instead look 

towards a deeper partnership with the European Union 

on data, not least for the reasons set out below.  

  

5.1 People 
Accompanying UK equivalence with the EU data 

standards and the resultant free transfers of data is a 

range of advantages for consumers and data subjects. 

The EU GDPR is widely regarded as having the highest 

personal data protection standards in the world, putting 

the rights of data subjects first and ensuring their data is 

not accessed or stored without their permission. The 

ICO  outlines the principal consumer protections 12

provided by the GDPR as; the right to be informed; the 

right of access; the right to rectification; the right to 

erasure; the right to restrict  processing; the right to 

data portability; the right to object and rights in relation 

to automated decision making and profiling. 

  

Maintaining equivalence on data standards not only 

preserves these consumer rights provided for by the 

EU GDPR but will also ensure that the UK is not left 

behind as these regulations continue to be updated and 

strengthened. Should the government diverge from 

these protections as it seeks to lower its regulatory 

data standards, such consumer rights may be put at risk 

with increased amounts of our personal data being put 

into the hands of corporations without our consent. In 

an age where the continual flows of personal data have 

become an essential part of everyday life, the EU’s data 

protection regime was specifically designed to give data 

subjects greater powers over their own digital 

information and so it is fundamentally in the interests of 

UK consumers to be aligned with these measures.  

  

 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/12
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5.2 Growth and Innovation 
Data equivalence can also bring sizeable benefits for the 

growth and innovation of both UK and EU based 

businesses. A primary motivation for securing the 

adoption of the Data Adequacy Decisions by the EU 

was to ensure businesses could continue to share data 

freely between the UK and Europe, as far as possible 

reducing any potential barriers to trade and providing 

some much needed stability.  

  

As has already been alluded to in this paper, the free 

transfers of data between the UK and the EU alone 

were worth £85 billion in 2018 so there is a clear 

economic advantage to equivalent data protection 

regulations. As can be seen in the case of Japan, 

equivalence and resultant well regulated data flows also 

allow companies to take exploit new opportunities for 

innovation and collaboration with European markets in 

evolving digital sectors.   

  

Whilst the government’s plans to lower regulatory data 

standards are meant to attract service providers and 

further investment, supposedly unlocking £I1 billion 

worth of trade , the outcome is likely to be quite the 13

opposite. Businesses and particularly multinational 

companies are likely to continue to remain aligned with 

the stricter data regime introduced by the European 

Union, not only because it sets a high set of shared 

standards which can be applied in most other 

jurisdictions but also due to the fact that consumers are 

more likely to entrust their data to companies that 

already have sufficient safeguards. However, these 

protections that come alongside data equivalence also 

serve to protect the organisation itself from 

cyberattacks and data breaches by requiring the 

implementation of a high standard data protection 

network and a security-conscious workflow that will 

become ever more important in the digital age. 

  

5.3 Law Enforcement and National Security 
Perhaps one of the most important consequences of 

the Data Adequacy Decisions adopted for the UK are 

the provisions made for data transfers to the EU and 

Gibraltar for law enforcement purposes. The 

Commission’s decision with regard to the Law 

Enforcement Directive recognised that the Data 

Protection Act 2018 did adequately enact the Law 

Enforcement Directive into domestic law and the UK 

Investigatory Powers Tribunal gave citizens the rights to 

seek redress. Resultantly, this allowed the free transfers 

of data for law enforcement and national security 

purposes, with the exception of transfers for the 

purposes of UK immigration control. This was to reflect 

a  recent judgment  by the UK Court of Appeal:  R 

(Open Rights Group and the3million) v Secretary of 

State for the Home Department and Others  [2021] 

EWCA Civ 800, which ruled that the immigration 

exemption in the DPA 2018 is unlawful. 

  

The decision also provided authorities with continued 

access to the Visa Information System (“VIS”), Prüm, 

the European Criminal Records Information System 

(“ECRIS”) and the Second Generation Schengen 

Information System (“SIS II”). These European law 

enforcement mechanisms are essential to our national 

security and equivalence on data is the key to unlocking 

access to them.  

  

 https://www.gov.uk/government/news/uk-unveils-post-brexit-global-data-plans-to-boost-growth-increase-trade-and-improve-healthcare13
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Should the UK diverge from EU data regulations to 

point where the two parties’ are not considered to be 

equivalent, access to VIS, Prüm, ECRIS and SIS II would 

be put at severe risk. Such a loss would have very 

serious security implications and critically damage the 

effectiveness of UK law enforcement, in turn also 

putting the safety and security of the British people in 

danger. This matter is discussed further in a paper 

written for the Conservative European Forum by Lord 

Sandhurst QC in February 2021 . Hence, it is essential 14

that the government does everything in its power to 

strengthen data cooperation with the EU to protect 

the UK’s access to this vital European security 

infrastructure.  

  

5.4 Political Relations 
Finally, for the incoming Prime Minister to change the 

UK Government’s current policy of regulatory 

divergence and instead look towards greater future 

alignment with European data standards would be a 

significant indication of the beginning of a new chapter 

for UK-EU relations, based on trust and pragmatism 

rather than ideological purity. Other third countries, 

such as Japan, South Korea and New Zealand have 

utilised their equivalence on data standards as a 

possibility for further intensified cooperation with the 

European Union. There is no reason why the United 

Kingdom cannot do the same and seek to pursue a 

policy of dynamic alignment with the EU GDPR as it 

evolves of the coming years, not just taking and blinding 

implementing new rules but actively engaging with the 

European Union as a partner.  

  

The European Commission's current proposals for a 

Regulation on ePrivacy  and Data Governance  15 16

provides an opportunity for this. Whilst this proposals 

will be introduced under EU law and so the UK as a 

third country is not obliged to follow them, they will 

have implications for its data adequacy arrangements. 

As such, rather than suggesting amendments to the UK 

Privacy and Electronic Communications Regulations 

(“PECR”) that conflict with the Commission’s proposals, 

the government should work to establish these into 

domestic law and consequently maintain continued 

equivalence with the EU’s data protection regime.  

 https://d3n8a8pro7vhmx.cloudfront.net/conservativegroupforeurope/pages/330/attachments/original/1613563135/14

The_Trade_and_Cooperation_Agreement_-_The_Justice_and_Security_challenges_ahead_by_Lord_Guy_Sandhurst_QC.pdf

 https://digital-strategy.ec.europa.eu/en/policies/eprivacy-regulation 15

 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC076716
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6. Conclusion  

As the findings of this paper have demonstrated, it is 

clear that there is an imperative need for the next 

Prime Minister to look again and reverse the UK 

Government’s current policy of regulatory divergence 

from the EU data protection regime and instead seek 

to take full advantage of the opportunities data 

equivalence with the European Union can offer. 

  

As has already been discussed, the EU GDPR offers 

some of the highest data protection standards in the 

world, with the UK’s equivalence on these regulations 

facilitating the uninterrupted flows and safeguards of 

personal information for people and businesses as well 

as law enforcement and public institutions. The value of 

partnerships such as this only increases further as the 

international community becomes ever more reliant on 

the day-to-day transfers of this data.  

Whilst the UK has now left the EU and so admittedly 

has the powers to adopt a new approach to its data 

strategy, this does not mean that it should follow such a 

path. Rather, it is resolutely in the interests of the 

United Kingdom to retain and ultimately look to 

strengthen its equivalence with EU data protections. 

  

The next government should aim to surpass the basic 

requirements of the European Commission’s Data 

Adequacy Decisions, safeguard the equivalence of its 

own data protection regime and harness the shared 

interests and goals of both parties on this issue as an 

opportunity to strengthen and restore UK-EU relations 

and advance the case for close, strategic cooperation 

into the future.  
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