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January 6, 2023  
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GA’s First Unconstitutional System

I and others warned Asst. SOS and Prof. 
overseeing evaluation that systems under 
evaluation are unconstitutional

General Assembly legalized unverifiable voting 
by removing independent audit trail requirement 
from law

Georgia bought Diebold paperless voting system 
and became first state to implement system that 
has no ballots statewide 
§ not verifiable 

§ not auditable 
§ not recount capable
§ not transparent

                    February 6, 2002 
Dear Michael, 
Thank you for taking some time yesterday to talk with me about the request for proposal to acquire new electronic 
voting machines in the counties of Georgia. I have reviewed the request for proposal, including the audit trail 
section. I could not find any stated requirement, which ensures citizens can verify that their vote is electronically 
recorded for the candidates they actually chose. Many of my fellow citizens and I believe that such a requirement is 
absolutely mandatory to protect the Constitutional rights of the citizens as well as to preserve open, honest and free 
elections in Georgia. 
 
In addition, it appears that this requirement cannot currently be satisfied by any of the voting machines that have 
been certified for use in Georgia. As a computer consultant with over 30 years of experience, I know that 
electronic voting machines can easily be programmed to distort voting results and still go undetected in pre-election 
tests or certifications. For example, voting machines can be programmed to: 
 

• Distort vote counting after a certain number of ballots are counted; 
 

• Distort vote counting on certain days; 
 

• Distort vote counting after a vote is received for a certain abnormal combination of candidates; 
 

• Distort vote counting after receiving a signal via a modem that is used to transfer results; 
 

• Distort vote counting as results are transferred from a precinct to a central tabulation machine; 
 
The vast majority of electronic voting machines available today do not have the type of audit trail that I have 
described to guard against corruption. A simple audit trail that could be implemented to protect the citizens from 
corruption would work like this: 
 

• A unique sequentially generated number should be assigned to each electronically recorded ballot by the 
voting machine; 

 
• As a ballot is completed, the number can either be displayed or printed for voters, who can choose to write 

the number down, memorize it or take the receipt showing the number with them; 
 
• When the polls close, the machines should print the votes of all ballots ordered by the unique ballot 

identification number and totaled for public posting at the precinct; 
 

• Once poll workers have publicly posted the detail precinct results, voters could view the results and match 
their number against the detail to verify that the machine correctly recorded the vote;  

 
In this manner, the identity of the voter is still private, no one knows how any individual voted and the voter has the 
assurance that the vote was recorded correctly. I have found one machine that employs this type of concept and will 
continue to look for others. That machine, called Vote Trakker, is made by Avante International Technology Inc. in 
Princeton Junction, New Jersey. Regardless of the machine, vendor or particular audit trail, I believe that the 
principal of a verifiable vote count must be upheld for each citizen. 
 
If I have misunderstood any of the facts or am unaware of other specific alternatives that achieve the same principal, 
please inform me of the details. My phone number is (770) 993-3622. Because of the critical nature of this subject 
matter I request the favor of a written reply. Thank you again for your time, consideration and efforts to improve 
voting in Georgia. 
           Sincerely, 
  
        

Garland Favorito        
220 Tallow Box Dr.        
Roswell, Ga. 30076 

 
P.S. I attached a Word document with this same letter and will follow that up with a certified hard copy. My Email is 
garlandf@msn.com. Thank you. 

Feb. 2002 

May 2002 

Mar. 2002 
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Georgia Unverifiable Voting History

Controversial upsets in Gov. and U.S. Senate race favoring Republicans

Garland and Ricardo co-founded VoterGA for the express purpose of a 
legal challenge  to the system

Prof. Williams admitted in deposition that the Fulton and DeKalb system 
was patched in 2002 by Diebold and not recertified as required by law

Georgia Supreme Court denies VoterGA claims stating the voter bears 
responsibility for unequal voting systems (mail-in v. in–person)

2002 

2009

2006

2007
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Georgia’s Single Point of Attack Vulnerability since 2003

vSOS Cox initiated Kennesaw State University Center for Elections System (CES)

vCES created central election management server to prep elections for all counties

vServer was vulnerable to malware that can be downloaded without detection to 
all counties and voting machines for all elections
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Events Leading to Curling v. Raffensperger

Bastille Team researcher, Logan Lamb, discovered elections server exposed to Internet 
so attacker could gain complete control of it and notified CES director Meryl King

Lamb and others determined that exposure still existed and KSU and FBI was called 

Curling v. Raffensperger lawsuit filed against SOS Kemp and made available on July 5

CES allowed KSU to destroy all data on external election server that Lamb had accessed

Lawsuit removed to federal court

KSU magnetically deleted all data on CES internal servers remaining in KSU possession

CES Director Michael Barnes, who allowed server wipe, is still in the SOS office today

Aug 28, 2016 

July 3

March 1, 2017 

July 7

August 8

August 9
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Normal Steps to Mitigate Exposure

§ Identify duration of the exposure

§ Determine if an unauthorized breach occurred using audit logs

§ Identify source of unauthorized breach using IP addresses of potential attackers

§ Define when unauthorized breaches may have occurred using log timestamps

§ Assess impact of any unauthorized breach on the application and its data owners

§ Implement remediation strategy to compensate for unauthorized breach
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Elections Server Wiped Instead

vSOS Kemp complains on Oct 26: 

• “Reckless behavior”, 

• “inexcusable conduct”, 

• “gross incompetence”, 

• “undeniable ineptitude”

v AG resigns from defending Kemp in 
Curling v. Kemp, citing conflict
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SOS Counsel Finds Server Wipe “Standard Procedure”

Fake “Investigation” failed to:

§ identify complainant (likely Sec. Kemp)

§ identify respondents who were being investigated 

§ identify elections impacted by the data destruction

§ include documents he reviewed as exhibits

§ disclose individuals contacted for investigation

§ communicate with KSU CES staff for investigation
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Defendants and Plaintiffs – Phase 1 (2017-2019)

vDefendants
• Secretary of State in official capacity

o (Brian Kemp, then Brad Raffensperger)

• State Election Board members 

o David Worley, Rebecca Sullivan, Ralph Simpson, Seth Harp

• Fulton County Elections Director

v Plaintiffs 
• Curling – Donna Curling, Donna Price, Jeffrey Shoenberg

• Coalition for Good Governance  (CGG) 
o CGG, Ricardo Davis, Bill & Laura Digges, Megan Missett, Ted Terry
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Defendants and Plaintiffs - Phase 2 (2019 - present)

vDefendants
• Secretary of State in official capacity – Brad Raffensperger

• State Election Board

vPlaintiffs 
• Curling group – Donna Curling, Donna Price, Jeffrey Shoenberg

• Coalition for Good Governance (CGG) 
• CGG, Bill & Laura Digges, Megan Missett, 

• Ricardo Davis (2023)

10
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State’s Attempt to Bar Davis’ Claims

vIn 2019, State Defendants attempted to dismiss the Plaintiffs claims, which 
were rejected by the District Court.  The State Defendants then went to the 
Court of Appeals.  In their appeal, the State attempted to bar Davis’ claim for 
relief since he was a plaintiff in the Favorito v. Handel challenge against the 
Diebold DRE election system

vThe Appeals Court found that the State “failed to satisfy their burden of proof 
on their affirmative defense”

11
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11th District Court of Appeals Order, Case 18-13951

vThe Court also noted that even though Favorito and Curling both challenge the 
reliability and accuracy of the election system, with Favorito “the susceptibility of the 
machines to fraudulent manipulation may have been foreseeable but was far from a 
reality. More than a decade following the initiation of the lawsuit in Favorito, the 
Secretary of the U.S. Department of Homeland Security (DHS) declared DRE voting 
systems to be a ‘national security concern.’”

v“Since its adoption in 2001, the technology has not been updated to address known 
vulnerabilities in the face of persistent election security threats that the national 
government warns remain looming for future elections.”

v“… many of the court’s findings regarding the reliability of Georgia’s DRE voting system 
in Favorito have been proven outdated or inaccurate with the passage of time.”

12
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Judge Totenberg’s Landmark Orders

vAug. 15, 2019: Found that SOS office Diebold DRE voting system was 
unconstitutional, banned it for 2020 federal elections and future elections

vOct. 11, 2020: Found replacement QR coded Dominion BMD System 
violates two Georgia statutes for verifiability of ballot

vNov. 10, 2023: Found adequate evidence for a January 9, 2024 hearing to 
determine if Dominion BMD system has constitutional deficiencies

435 pages of orders – most comprehensive evidence ever assembled
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2019: Court Finds SOS Office “Not Credible”

v “Given the entire course of events described here, the Defendants’ 
contention that the servers were simply ‘repurposed’ and not intentionally 
destroyed or wiped is flatly not credible.” P70

v “Similarly, Defendants’ denial and dodging before the Court regarding the 
known veracity of Logan Lamb’s proactive alerts to CES/KSU as to the 
broadscale vulnerability of its election servers, software, and databases 
both undermines the credibility of Defendants’ representations and signals 
the election system problems that would continue upon CES’s transfer to 
the Secretary of State’s Office.” P71

-- District Court Judge’s Order (Document 579) 8/15/2019
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SOS Experts Never Evaluate Election Security

v “But the core reality is that the State retained neither Ms. Payton nor its 
other expert, Dr. Michael Shamos, to conduct an actual cybersecurity 
review and analysis of the GEMS/DRE system and databases or the 
statewide voter registration system or Elections Division, apart from 
Fortalice’s general risk assessment analysis.” P74

v “Most significantly, the SOS never asked or contracted with Fortalice to 
perform a specific cybersecurity evaluation of the security issues facing the 
SOS elections division and related county election offices, or the security 
vulnerability and integrity of the GEMS System both within SOS and its 
county elections counterparts, or the State's voting databases and 
electronic pollbooks.” P76

15



©2023 Voters Organized for Trusted Election Results in Georgia Est. 2006 – VoterGA.org

SOS Contractor Penetrated SOS Network and Data

“Strangely, while SOS Chief Information Officer Beaver declared in his August 
2018 and July 2019 affidavits in this case that penetration testing had been 
conducted as an apparent indication of SOS remedial measures, his declarations 
never even hinted that Fortalice had actually successfully penetrated a major SOS 
network and data system that would allow the “attacker” access to information 
as to architecture of the entire system by obtaining control over the domain. P78

“

16
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SOS Did Not Allow Elections System Penetration Test

v Nor did Mr. Beaver ever clarify, contrary to his representations in his 2018 
affidavit, that the SOS had never requested or authorized focused penetration 
testing of the Election Division, the GEMS database and server system, the 
eNet or voter registration system, or the SOS election services vendors.” P78

v “Indeed, in his testimony at the July 25, 2019 hearing, Mr. Beaver, the CIO of 
SOS, could not recall any of the identified issues or recommendations in the 
February 2018 report until he was furnished a copy of the report to review. P83

“
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Voter Registration Database Open to Malware

v “In support of their 2019 preliminary injunction motions, Plaintiffs provided 
affidavits from 137 Georgia voters, two county poll workers and fifteen poll 
watchers describing a variety of problematic issues with the voting process 
in the November 2018 general election.“ P90

v “The voter registration database, containing millions of Georgia voters’ 
personal identifying information, plays a vital role in the proper functioning 
of the voting system. Yet it has been open to access, alteration, and likely 
some degree of virus and malware infection for years” P88
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HB 316 Mandates Unsecure Ballot Marking Devices

v Speaker of the House of Representatives David Ralston and House Leadership 
team propose HB 316 in 2019

v With their help sponsor Rep. Fleming’s HB 316 passes, without the required 
fiscal note, mandating less secure BMDs while ignoring written pleas from 
security experts urging hand mark paper ballots

v HB 316 cost Georgia taxpayers $150 million plus $100 million over 10 years, 
plus $35 million interest on 20-year bond for system with 10-year shelf life

v SOS Raffensperger ignored Garland’s personal warnings against QR coded 
systems before being elected, and purchased the Dominion Democracy Suite 
5.5 election system
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2020: Dominion System Violates GA Laws

vGeorgia’s voting system must:
“…print an elector verifiable paper ballot”  O.C.G.A. § 21-2-2(7.1); 

“…produce paper ballots which are marked with the 
elector’s choices in a format readable by the elector” 

O.C.G.A. § 21-2-300(a)(2) 

vU.S. District Court finding:
“Plaintiffs and other voters who wish to vote in-person are 
required to vote on a system that does none of those 
things.”
-- District Court Judge’s Order (Document 964) 10/11/2020
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2023: Hearing on Constitutional Deficiencies

To be clear from the start, the Court does not have the legal authority to grant 
the broadest relief that Plaintiffs request in this case without directly infringing 
on the state legislature’s vested power to enact legislation. Even if Plaintiffs 
prevail on their substantive claims, the Court cannot order the Georgia 
legislature to pass legislation creating a paper ballot voting system or judicially 
impose a statewide paper ballot system as injunctive relief in this case. Quite 
simply, the Court has the legal authority to identify constitutional deficiencies 
with the existing voting system, but it does not have the power to prescribe or 
mandate new voting systems to replace the current, legislatively enacted system. 
P4

-- District Court Judge’s Order (Document 1705) 11/10/2023
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2023: SOS Inaction May Harm Constitutional Rights

“First, the State Defendants argue that Plaintiffs cannot succeed on their due 
process claims without affirmative state action. Specifically, they argue that 
failure to prevent hacking or to mitigate cybersecurity vulnerabilities constitutes 
only inaction by the State, which does not give rise to a colorable due process 
claim. The Eleventh Circuit previously rejected this argument in the context of 
Plaintiffs’ DRE claims explaining that the Plaintiffs challenge “both the State 
Defendants’ affirmative conduct and inaction,” and also noting that (“…settled 
precedent allows for suits based on the argument that ‘state officials’ inaction 
allegedly harms constitutional rights”). The Court finds no basis to reach a 
different conclusion with respect to Plaintiffs’ BMD claims” P114

22
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Connect with us Online
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