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ISSUES PRESENTED 

The case raises unsettled questions concerning the interpretation of 

the right to privacy secured by article I, section 1 of the California 

Constitution: 

1. In Hill v. National Collegiate Athletic Association (1994) 7 Cal. 4th 

1, 37, the Court observed that constitutional privacy concerns “must 

be balanced against other important interests.” So, when a plaintiff 

establishes an invasion of the constitutional right to privacy, the 

defendant may assert a defense that “the invasion of privacy is 

justified because it substantively furthers one or more countervailing 

interests.” Id. at 40. The plaintiff, in response, “may rebut a 

defendant’s assertion of countervailing interests by showing there are 

feasible and effective alternatives to defendant’s conduct which have 

a lesser impact on privacy interests.” Id. What exactly is a plaintiff’s 

burden in showing such “feasible and effective alternatives” under 

Hill?  

2. In particular, can a plaintiff maintain a constitutional privacy claim by 

identifying an alternative course of conduct that minimizes or reduces 

a privacy intrusion, even if that alternative compromises a defendant’s 

ability to further its countervailing interests? Or must a privacy 

plaintiff show that that a proposed alternative permits a defendant to 

achieve its interest in a manner equally effective as the manner that 

the defendant proposes?  

3. In short, if a privacy plaintiff proffers an alternative that reduces the 

privacy intrusion but does not allow the defendant to achieve an 

“equally effective” result, can the plaintiff still succeed in Hill’s 

balancing test?  
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INTRODUCTION  

WHY REVIEW SHOULD BE GRANTED 

This Court set the framework for analyzing constitutional privacy 

claims in Hill. A plaintiff must first establish three elements: a legally 

protected privacy interest, a reasonable expectation of privacy in the 

circumstances, and a serious invasion of privacy. 7 Cal. 4th at 39–40. If a 

plaintiff satisfies this threshold inquiry, a court applies a general balancing 

test: The intruder can prove “that the invasion of privacy is justified because 

it substantively furthers one or more countervailing interests.” Id. at 40. The 

plaintiff can then “rebut a defendant’s assertion of countervailing interests 

by showing there are feasible and effective alternatives to defendant’s 

conduct which have a lesser impact on privacy interests.” Id.  

In the three decades since Hill, the Court has granted review in 10 

cases to further refine the constitutional privacy framework. The majority of 

these cases focused on the threshold elements, and a few resolved discrete 

questions (such as when a “compelling interest” test applies). And while the 

Court has occasionally touched on a plaintiff’s presentation of alternatives, 

it has never explored the issue in depth. As a result, fundamental questions 

at the heart of Hill remain unsettled: What is a plaintiff’s burden in showing 

there are “feasible and effective alternatives” to a defendant’s conduct? And 

what factors inform a court’s consideration of those alternatives in the 

balancing test? More specifically, can a plaintiff tilt the balance in their favor 

by showing that an alternative course of conduct would minimize the privacy 

intrusion, even if the alternative does not allow a defendant to pursue its 

countervailing interest in precisely the same manner that the defendant 

proposes? Or must an alternative instead permit the defendant to further its 

interest in a manner “equally effective” to its desired course of conduct?  

This case is an ideal vehicle to resolve these important questions. In 

2021, the Legislature passed a bill requiring the Department of Justice (DOJ) 
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to take the personal identifying information (“PII,” including name, address, 

and driver’s license number) of millions of Californians collected over 

decades in the State’s firearm and ammunition transaction databases and 

share it with private researchers to study them in the name of researching 

“firearms violence.” That information, however, had been collected pursuant 

to a Penal Code provision that for 25 years had assured that such data would 

only be shared within the government for law enforcement purposes. See 

Penal Code § 11106(a)(2). Now, DOJ adopts the researchers’ argument that 

they need individual-level data for the very different purpose of studying gun 

owners: they want to take DOJ’s data on these individuals, link that data to 

multiple public databases, and then “follow” their behavior for many years 

in the name of “research”—all without notice or an opportunity for the 

would-be research subjects to opt out.  

Plaintiffs filed a complaint alleging that the new information-sharing 

regime violated the right to privacy under the California Constitution, and 

then secured a preliminary injunction preventing DOJ from new data releases 

while the case is pending. Plaintiffs argued that the State had two specific 

alternatives to minimize the intrusion on privacy interests: (1) individuals 

should be given notice of each data request and provided an opportunity to 

opt out of (or opt in to) having their information shared with researchers; and 

(2) DOJ could restrict sharing of PII by implementing protective procedures 

that anonymize or de-identify data shared with researchers.  

The Court of Appeal reversed on the grounds that these proposed 

alternatives were not “feasible and effective” because they would 

compromise the State’s ability to achieve its research goals. Without an 

entire set of every single California gun owners’ personal data that could be 

linked to other databases, the State argued on behalf of the private 

researchers, the studies would not be as robust as they could be. In substance 

and effect, the appellate court’s ruling requires Plaintiffs to establish 
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alternatives that are “feasible and effective” in that they have zero impact on 

the State’s asserted research interest.  

The Court of Appeal’s decision sharply frames the issues for this 

Court’s review and, in turn, raises a few subsidiary questions: 

Can a plaintiff maintain a constitutional privacy claim by identifying 

an alternative course of conduct that minimizes a privacy intrusion, even if 

the alternative compromises—at all—a defendant’s ability to further its 

countervailing interests? Or must a privacy plaintiff show that that a 

proposed alternative permits the defendant to achieve its interest in a manner 

equally effective as the manner that defendant proposes? And if so, how can 

a plaintiff ever win a privacy case in the context of research when the 

researchers claim their projects depend on individual-level data? In short, 

how is it consistent with the voters’ intent to enshrine an inalienable right to 

privacy in the constitution to apply a balancing test that assigns an equal or 

greater weight to the intruder’s interest than the plaintiff who has, under Hill, 

already shown a serious violation of privacy? This is the untenable result of 

forcing privacy plaintiffs to “rebut” a defendant’s competing interest by 

positing alternatives that leave the intruder’s interest fully intact.  

These questions highlight the fundamental uncertainty inherent in the 

Court’s chosen language. What do “feasible” and “effective” mean in this 

context? Each of Plaintiffs’ proposed alternatives is technically “feasible”: 

DOJ can provide notice to those in the State’s databases—and to future 

firearm and ammunition purchasers—that their PII may be shared with 

researchers and give them the opportunity to opt out of (or opt in to) such 

sharing. DOJ could also anonymize or de-identify information from the 

database, as shown by DOJ’s own researchers and expert. And so far as 

Plaintiffs are concerned, each of these alternatives are “effective,” in that 

either alternative would in fact “have a lesser impact” on their privacy 

interests. Hill, 7 Cal. 4th at 40. From DOJ’s perspective, however, the 
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alternatives are neither feasible nor effective because they compromise the 

State’s ability to further its countervailing interest in completing research in 

a manner that affords researchers maximal opportunity to harness individual-

level data.  

The Court’s previous treatment of a privacy plaintiff’s “alternatives” 

does not resolve these issues. Indeed, statements from several of the Court’s 

cases leave room for the approach taken by the appellate court here. See Hill, 

7 Cal. 4th at 52 (noting that “less intrusive alternatives” might “fully satisfy” 

the intruder’s objective); Hernandez v. Hillsides, Inc. (2009) 47 Cal. 4th 272, 

300 (rejecting proposed alternatives because they “would not necessarily 

have achieved at least one of [the intruder’s] aims”); Lewis v. Super. Ct. 

(2017) 3 Cal. 5th 561, 576 (rejecting a proposed alternative as not “equally 

effective or feasible” because it “hamper[ed]” the State’s ability to achieve 

its asserted interest). These stray statements leave open the possibility that 

for a plaintiff’s alternatives to be “feasible and effective,” they must fully 

accommodate the defendant’s countervailing interest.  

But such a sweeping conclusion would be at odds with the Court’s 

establishing a balancing test in the first place. Hill explains that “[t]he diverse 

and somewhat amorphous character of the privacy right necessarily requires 

that privacy interests be specifically identified and carefully compared with 

competing or countervailing privacy and nonprivacy interests in a ‘balancing 

test.’” Hill, 7 Cal. 4th at 37. And in Lewis, the Court confirmed that the 

evaluation of alternatives is not the end of the balancing process. Rather, “a 

showing of viable less intrusive alternatives can carry weight in evaluating 

the reasonableness of a challenged policy and balancing privacy against any 

countervailing interests.” 3 Cal. 5th at 575. None of the Court’s previous 

cases, however, have explored this issue any further. As a result, this Court’s 

guidance is necessary to clarify the appropriate legal standard.  
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Several prudential factors favor the Court’s resolution of these issues 

now. The important and unsettled questions of constitutional law directly 

impact millions of Californians who are subject to DOJ’s information-

sharing practices. Likewise, DOJ maintains in this case that there is a 

substantial public interest in preserving its ability to conduct firearms-related 

research. In short, this is an issue of significant public importance.  

Moreover, the importance of the questions presented by this petition 

is underscored by the Court of Appeal’s decision showing how Hill’s 

balancing test allows courts to stray from the original public understanding 

of the constitutional right to privacy. The intrusion here strikes at the heart 

of one of the “principal mischiefs” the Privacy Initiative sought to address: 

“[T]he improper use of information properly obtained for a specific purpose” 

and then used “for another purpose” or disclosed to “some third party.” White 

v. Davis (1975) 13 Cal. 3d 757, 775; see also Ballot Pamp., Proposed Stats. 

and Amends. to Cal. Const. with arguments to voters, Gen. Elec. (Nov. 7, 

1972) arguments in favor of Prop. 11, p. 27 (“Fundamental to our privacy is 

the ability to control circulation of personal information  . . .  . The 

proliferation of government and business records over which we have no 

control limits our ability to control our personal lives. Often we do not know 

that these records even exist and we are certainly unable to determine who 

has access to them.”); Lewis, 3 Cal. 5th at 581 (Liu, J., joined by Kruger, J., 

concurring) (in passing the Privacy Initiative, “[t]he voters were concerned 

that their privacy was violated whenever their personal information was used 

or accessed without reason,” and “[t]his concern is even more pressing today 

because advances in data science have enabled sophisticated analyses of 

curated information as to a particular person”). That bait and switch is exactly 

what happened in this case. And yet the decision below leaves Plaintiffs—

and indeed all Californians—without recourse despite offering an 

alternative—advance notice and the opportunity to consent—that is anchored 
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in bedrock privacy principles. In short, there is a substantial public interest 

in ensuring that the California Constitution in fact secures a “legal and 

enforceable right of privacy for every Californian.” White, 13 Cal. 3d at 775 

(citation omitted).  

From a procedural standpoint, this Court’s review at the preliminary 

injunction stage is both necessary and appropriate. Review is necessary 

because the preliminary injunction will be dissolved if the Court of Appeal’s 

opinion stands. At that point, DOJ will be free to resume sharing information, 

which again puts the privacy rights of millions of Californians at risk. Given 

the volume of firearm and ammunition transactions processed by DOJ, this 

includes a significant number of individuals whose information has not yet 

been shared. Finally, review is appropriate because the petition presents 

questions of law that can be resolved without further factual development.  

The Court should grant the petition for review.  
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STATEMENT OF THE CASE 

A. California Law Requires Purchasers Of Firearms And 
Ammunition To Disclose Extensive Personal Information To 
DOJ.  

To buy a firearm or ammunition in California a purchaser must 

provide extensive personal identifying information to the vendor, who in turn 

provides that information to DOJ at the time of the transaction. Various 

provisions of California law require DOJ to collect a wide array of data 

related to firearms ownership, and to maintain such information to assist in 

criminal and civil investigations. Principal among the DOJ’s databases is 

California’s Automated Firearms System (“AFS”), an omnibus repository of 

firearm records established by Penal Code section 11106. AFS is the state’s 

most comprehensive database of information about the purchase, sale, 

transfer, and use of firearms and ammunition. 

The database includes the following identifying information (and 

more) for California gun owners:  

• Fingerprints 
• Driver’s license or identification card number 
• Home address 
• Date and place of birth  
• Citizenship status and immigration information  
• Race  
• Sex  
• Height, weight, hair color, and eye color.  

 
See Penal Code § 11106(a)(1)(A) (fingerprints) & (D) (Dealers’ Records of 

Sale of firearms); 11 CCR § 4283 (information required for basic 

ammunition eligibility check); see generally Cal. Dep’t of Justice Bureau of 

Firearms, Dealer’s Record of Sale (DROS) Worksheet, 

https://des.doj.ca.gov/forms/DROS_Worksheet_BOF-929.pdf. AFS also 

includes all firearm and ammunition transactions associated with each 

individual. See Penal Code § 28160 (content of register of firearm transfers). 
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And for private-party sales or transfers, AFS includes all of this information 

for the seller as well. See Penal Code § 28160(a)(36).  

In addition to compiling all information obtained in connection with 

every firearm and ammunition transaction conducted through a dealer, AFS 

collects records related to the possession or use of firearms, including: copies 

of licenses to carry firearms and carry applications; firearm records 

transmitted to the DOJ outside of the electronic DROS process; reports of 

stolen, lost, or found property; records relating to the ownership of 

manufactured or assembled firearms; and a registry of private-party firearm 

loans. Penal Code § 11106(a)(1)(B), (C), (E)–(G), (I), (b)(2).  

Californians have been required to disclose this personal information 

to the government in order to purchase a handgun since 1996.1 The 

Legislature expanded AFS to include long guns beginning January 1, 2014. 

See Assem. Bill 809 (2011-2012 Reg. Sess.). Over the past 25 years, AFS 

has amassed information covering over 7 million handgun transactions and 

over 3 million long gun transactions from Dealer Record of Sale (“DROS”) 

data alone. Cal. Dep’t of Justice, Gun Sales in California, 1996–2020, 

https://openjustice.doj.ca.gov/data-stories/gunsales-2020.  

B. Until AB 173, California Law Assured Gun Owners That Their 
Private Information Would Remain Confidential And Could 
Only Be Used Strictly For Law Enforcement Purposes. 

From the creation of AFS in 1996 until September 2021, California 

law treated AFS records as confidential and restricted DOJ’s disclosure of 

PII in the database except when it was necessary to share such information 

with other government officers for law enforcement purposes. Indeed, since 

the statute’s enactment, the Penal Code has expressly stated that the purpose 

 
1  As enacted, Section 11106 limited DOJ’s retention of AFS records to 
“pistols, revolvers, or other firearms capable of being concealed upon the 
person.” Penal Code § 11106(a), (b)(1), (b)(2), (c)(1) (West 1997).  
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of DOJ’s collection of data in AFS is “to assist in the investigation of crime, 

the prosecution of civil actions by city attorneys . . ., the arrest and 

prosecution of criminals, and the recovery of lost, stolen, or found property.” 

Penal Code § 11106(a)(1).  

Consistent with this purpose, Section 11106 had always imposed strict 

conditions on sharing information from within the database. Specifically, it 

provides that the Attorney General “shall furnish the information” in AFS 

“upon proper application” to specified state officers for criminal or civil law 

enforcement purposes, including peace officers, district attorneys and 

prosecutors, city attorneys pursuing civil law enforcement actions, probation 

and parole officers, public defenders, correctional officers, and welfare 

officers. Penal Code § 11106(a)(2); see Penal Code § 11105. Despite several 

intervening amendments to Section 11106, this limitation on sharing PII 

remained consistent from 1996 until the passage of AB 173.2  

DOJ’s privacy disclosures have likewise assured Californians that 

when they submit their PII to DOJ, it will be treated confidentially and 

generally used for law enforcement purposes or otherwise only shared with 

government agencies. 

Possible Disclosure of Personal Information: In order to 
process a request for firearm records, we may need to share the 
information you provide us with any Bureau of Firearms 
representative or any other person designated by the Attorney 
General upon request. The information you provide may also 
be disclosed in the following circumstances: 
 

• With other persons or agencies when necessary to 
perform their legal duties, and their use of your 

 
2  See Penal Code § 11106(a) (West 1997) (“In order to assist in the 
investigation of crime, the arrest and prosecution of criminals, and the 
recovery of lost, stolen, or found property, the Attorney General shall keep 
and properly file” AFS records, “and shall, upon proper application therefor, 
furnish to the officers mentioned in Section 11105 . . .”). 
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information is compatible and complies with state law, 
such as for investigations, licensing, certification, or 
regulatory purposes; 
 

• To another government agency as required by state or 
federal law. 
 

Cal. Dep’t of Justice Bureau of Firearms, Automated Firearms System (AFS) 

Request for Firearm Records (BOF 053), p. 2; Cal. Dep’t of Justice Bureau 

of Firearms, Personal Firearm Eligibility Check Application (BOF 116), p. 

2.  

The expectation of privacy in firearm-related records was reaffirmed 

by the voters’ enactment of Proposition 63 in 2016, which established a 

background-check requirement for ammunition transactions. Ammunition 

vendors must collect personal information from each purchaser or transferee 

and transfer that information to DOJ for collection in the “Ammunition 

Purchase Records File.” Penal Code § 30352(a), (b). Similar to Section 

11106, Proposition 63 placed strict limits on the use and disclosure of 

personal information in the course of ammunition transactions: As enacted 

by the voters, information collected by DOJ “shall remain confidential and 

may be used by [DOJ and other law enforcement agencies in Penal Code 

§ 11105] only for law enforcement purposes.” Penal Code § 30352(b).  

C. AB 173 Upended This Regime By Requiring DOJ To Disclose The 
PII Of Millions Of California Gun Owners To Non-Law-
Enforcement “Researchers” Without Their Knowledge Or 
Consent. 

The California Legislature drastically altered the landscape when it 

passed Assembly Bill 173 in 2021. AB 173 requires DOJ to share firearm-

related information with the recently-established California Firearm 

Violence Research Center at UC Davis (the “Center”), and it permits DOJ to 

share the same information with an unlimited number of other research 
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institutions.3 AB 173’s private-information-disclosure provisions are 

codified at Penal Code sections 11106(d) and 30352(b)(2).   

AB 173 marked a sweeping change to the previous privacy regime. 

Among other provisions, AB 173 amended Penal Code 11106(d) to require 

DOJ to give the Center access to “all information” in AFS “for academic and 

policy research purposes upon proper request and following approval by the 

center’s governing institutional review board when required.” And the bill 

similarly authorizes DOJ to share this information with “any other nonprofit 

bona fide research institution accredited by the United States Department of 

Education or the Council for Higher Education Accreditation for the study 

of the prevention of violence.” Penal Code §§ 11106(d) & 14240(a) 

(emphasis added); see also Penal Code § 30352(b)(2) (providing same 

information-sharing arrangement for personal information in the 

Ammunition Purchase Records File). The millions of new research subjects 

were not provided notice of this change, much less an opportunity to opt out 

of being “followed” by private researchers.  

Moreover, despite adopting the private researchers’ arguments about 

the importance of this research, AB 173 does not call for the State to pay for 

 
3  The Legislature established the Center in 2016. Assem. Bill 1602 
(2015-2016 Reg. Sess.). The Center’s three research mandates are studying 
(1) “[t]he nature of firearm violence, including individual and societal 
determinants of risk for involvement in firearm violence . . .”; (2) “[t]he 
individual, community, and societal consequences of firearm violence”; and 
(3) “[p]revention and treatment of firearm violence at the individual, 
community, and societal levels.” Penal Code § 14231(a)(1)(A)–(C). 
Importantly, AB 173 was enacted at the urging of the UC Davis researchers. 
The record reflects that DOJ had previously shared some of the data at issue 
in this case, but in 2020, DOJ informed the researchers that it would stop 
sharing the data over the very privacy concerns raised here. Slip Op. at 11; 
see, e.g., Wiley, Gun violence researchers fight California Department of 
Justice’s plan to withhold data, Sacramento Bee (March 15, 2021).  
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it. Rather, the research is often funded by private foundations who vigorously 

oppose the exercise of firearms rights.  

D. The Trial Court Enjoins DOJ From Sharing PII While The Case 
Is Pending.  

Plaintiffs filed this lawsuit challenging the constitutionality of AB 173 

in January 2022. Plaintiff Ashleymarie Barba is a San Diego County resident 

who has completed multiple firearm and ammunition transactions (purchase, 

loan, sale, or transfer) through a firearms dealer in California since 2020. 

Accordingly, Barba’s personal identifying information is contained in AFS 

and the Ammunition Purchase Records File. Plaintiffs Firearms Policy 

Coalition, Inc., Second Amendment Foundation, California Gun Rights 

Foundation, San Diego County Gun Owners PAC, Orange County Gun 

Owners PAC, and Inland Empire Gun Owners PAC are organizations with 

members and supporters who live in California and who have personal 

identifying information in the State’s firearm and ammunition databases, 

including the Plaintiff Barba.  

Plaintiffs filed a motion for a preliminary injunction in March 2022 

based solely on their claim that AB 173’s mandatory data-sharing provisions 

violate plaintiffs’ right to privacy under Article 1, § 1 of the California 

Constitution. On November 1, 2022, the trial court granted Plaintiffs a 

preliminary injunction, enjoining DOJ “from transferring to researchers (1) 

personal identifying information collected in the Automated Firearms 

System pursuant to Penal Code section 11106(d) and (2) personal identifying 

information collected in the Ammunition Purchase Records File pursuant to 

Penal Code section 30352(b)(2), until further notice and order by the Court.” 

E. The Court Of Appeal Reverses, Holding That Plaintiffs’ Proposed 
Alternatives Were Not Feasible And Effective.  

On November 17, 2023, the Court of Appeal reversed, holding that 

the trial court abused its discretion in issuing the preliminary injunction. The 
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determinative issue was whether Plaintiffs had adequately showed that “there 

are feasible and effective alternatives to [DOJ’s] conduct which have a lesser 

impact on privacy interests.” Hill, 7 Cal. 4th at 40. On that score, Plaintiffs 

argued that the State had two specific alternatives to minimize the intrusion 

on privacy interests: (1) individuals should be given notice of each data 

request and provided an opportunity to opt out of (or opt in to) having their 

information shared with researchers; and (2) DOJ could restrict sharing of 

PII by implementing protective procedures that anonymize or de-identify 

data shared with researchers.  

The Court of Appeal held that neither of these proposed alternatives 

were feasible and effective. Slip Op. at 34–41. As to the notice and opt-out 

alternative, the court accepted DOJ’s argument that “it was not feasible 

because it would create selection bias that would undermine the results of the 

studies.” Slip Op. at 36. The court reviewed the declarations submitted by 

the State’s witnesses to support the general conclusion that an opt-out 

mechanism would not be “feasible” because it would compromise the State’s 

ability to achieve its research goals. Id. at 36–39.  

As for the second alternative (anonymizing or de-identifying PII), the 

Court of Appeal accepted DOJ’s assertions that it was already taking 

equivalent measures for research projects where it was appropriate to do so. 

Slip Op. at 39 (quoting researcher’s declaration stating that “deidentifying 

data before sharing it with researchers is entirely appropriate,” and “[a] core 

principle in the responsible conduct of research involving sensitive data is 

the ‘minimum necessary’ principle”); id. (“DOJ’s data transfer policies 

already follow this core principle and provide personally identifying data 

only in cases where it is necessary to conduct the research”). But for other 

projects that cannot be conducted without individual-level data, the court 

accepted DOJ’s assertion that anonymization or de-identification is not 

feasible or effective because it would impact the efficacy of the desired 
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research—namely, the researchers would not be able to “link” firearms 

owners to other databases so they can “follow” their behavior for many years. 

Id. at 39–40. 

In substance and effect, the appellate court’s ruling requires Plaintiffs 

to establish alternatives that are “feasible and effective” in that they have 

essentially no impact on the State’s asserted research interest.  

Plaintiffs did not file a petition for rehearing.  

LEGAL ARGUMENT 

I. The Court Should Grant Review To Confirm The Legal Standard 
Governing A Constitutional Privacy Plaintiff’s Burden In 
Showing “Feasible And Effective Alternatives” Under Hill. 

This Court should grant review to resolve what, exactly, a plaintiff’s 

burden is in showing there are “feasible and effective alternatives” to a 

defendant’s conduct in a constitutional privacy claim under the Hill 

framework. 

Plaintiffs’ situation provides an ideal factual backdrop for the Court 

to address this issue: Can Plaintiffs tilt the constitutional balance in their 

favor by showing that an alternative course of conduct would minimize a 

privacy intrusion, even if it does not allow DOJ to pursue its interest in the 

precise manner that the private researchers propose? Or must an alternative 

allow DOJ to further its interest in a manner “equally effective” to its desired 

course of conduct? If so, how could a plaintiff ever win a privacy case in the 

research context, where the defendant contends that more private information 

is better? Indeed, is it really a “balancing” test if the rule presumes the 

defendant, once it tips the scales in its favor in the initial balance, is entitled 

to achieve 100 percent of its objective after the plaintiff offers alternatives to 

rebalance the scales? 

The State has argued that the PII of every single California firearm 

owner in DOJ’s database is necessary for researchers to complete their 
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projects because it allows them to “link” individuals to other datasets and 

“follow” them over the course of multi-year studies. Despite there being 

millions of people in the State’s firearm and ammunition databases, the 

researchers argue that notice with an opt-out or opt-in mechanism is not 

“feasible” because it would compromise the research by creating selection 

bias. See Slip Op. at 36, 38. And as for the possibility of sharing information 

that has been de-identified, the researchers argue that this would undermine 

their ability to conduct certain studies that rely on individual-level data to 

cross-reference subjects with other databases. See Slip Op. at 39–40.  

This dispute sets the stage for the Court to resolve uncertainty about 

the constitutional right to privacy’s scope that has lingered for three decades. 

While the Court has occasionally touched on a plaintiff’s presentation of 

alternatives, it has never explored these issues in depth. In Hill, the Court 

first explained how a privacy plaintiff’s ability to identify alternatives plays 

into the analysis. The concept initially arises while discussing the interplay 

between an intruder’s defenses to a privacy claim and a plaintiff’s response: 

Confronted with a defense based on countervailing interests, 
plaintiff may undertake the burden of demonstrating the 
availability and use of protective measures, safeguards, and 
alternatives to defendant’s conduct that would minimize the 
intrusion on privacy interests. [Citations] For example, if 
intrusion is limited and confidential information is carefully 
shielded from disclosure except to those who have a legitimate 
need to know, privacy concerns are assuaged. On the other 
hand, if sensitive information is gathered and feasible 
safeguards are slipshod or nonexistent, or if defendant’s 
legitimate objectives can be readily accomplished by 
alternative means having little or no impact on privacy 
interests, the prospect of actionable invasion of privacy is 
enhanced. 
 

7 Cal. 4th at 38. The Court reiterated this point when summarizing the 

standard for a privacy claim, explaining in relevant part that a 

“Plaintiff . . . may rebut a defendant’s assertion of countervailing interests by 
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showing there are feasible and effective alternatives to defendant’s conduct 

which have a lesser impact on privacy interests.” Id. at 40.  

Beyond setting this general framework, the Hill Court made a few 

notable observations bearing on alternatives when it considered the merits of 

plaintiffs’ challenge to the NCAA’s random drug testing program, which 

required direct monitoring of student-athletes’ urination. The Court 

dismissed two proposed alternatives (“educational programs and suspicion-

based drug testing”) as “different in kind and character from random drug 

testing,” and therefore held that the plaintiffs had failed “to demonstrate with 

substantial evidence the presence of fully viable alternatives.” Id. at 50–51. 

The Court went on to observe that “[t]here may indeed be less intrusive 

alternatives to direct monitoring that could nonetheless fully satisfy the 

tester’s objective of insuring a valid sample.” Id. at 52.4   

Since Hill, the Court has reiterated the “alternatives” part of the 

balancing framework on multiple occasions with slightly different 

formulations, and with less analysis than it has applied to the plaintiff’ initial 

burden in multiple cases.  

When the Court considered a constitutional challenge to the NFL’s 

patdown procedure, it characterized this part of the Hill analysis as 

considering “the existence of less restrictive alternatives.” Sheehan v. San 

Francisco 49ers, Ltd. (2009) 45 Cal. 4th 992, 1002 (citing Hill, 7 Cal. 4th at 

38). There, the Court adopted a general rule of “reasonableness” and 

emphasized that “the 49ers’ do not have to show that they have adopted the 

least restrictive alternative.” Id. Three justices wrote separately to highlight 

 
4  In making this observation the Court identified three potential 
procedures that could be used to verify the integrity of a urine sample without 
direct monitoring. Hill, 7 Cal. 4th at 52. But because these procedures were 
outside of the record, the Court “[left] any further consideration of less 
intrusive alternatives . . . to the judgment and discretion of the NCAA, and 
then to future litigation, if any.” Id.  
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that the majority’s “discussion of the role of alternatives [was] incomplete 

and misleading” because it “devote[d] only passing reference to the fact that 

the existence of alternatives may be central to proof of a privacy claim, noting 

instead that the 49ers do not bear an initial burden of proving they have 

adopted the least intrusive alternative.” Id. at 1004–05 (Werdegar, J., joined 

by George, C.J., and Moreno, J., concurring).  

Later that same year, in Hernandez v. Hillsides, Inc., the Court 

characterized this portion of the Hill test as permitting “the defendant [to] 

show that less intrusive alternative means were not reasonably available.” 

(2009) 47 Cal. 4th 272, 288. There, the director of a residential facility for 

neglected and abused children learned that someone had used the company’s 

computers to look at pornographic websites after hours. Id. at 276–77. 

Hoping to catch the perpetrator, the director set up a motion-activated hidden 

camera in one of its offices; two female employees who used the office 

discovered the camera and sued. Id. The plaintiffs proposed several 

alternatives to using covert recording equipment, including computer log-in 

security, software filtering programs, increased security monitoring, and 

securing consent. Id. at 299. In the course of rejecting plaintiffs’ privacy 

claim, the Court dismissed these alternatives because they “would not 

necessarily have achieved at least one of defendants’ aims,” i.e., determining 

who precisely was accessing pornography at the office. Id. at 300 (emphasis 

added).  

In Cnty. of Los Angeles v. Los Angeles Cnty. Emp. Rels. Comm’n, the 

Court explained that a privacy “invasion may be unjustified if the claimant 

can point to ‘feasible and effective alternatives’ with ‘a lesser impact on 

privacy interests.’” (2013) 56 Cal. 4th 905, 926 (quoting Hill). There, the 

Court considered the disclosure of public employees’ contact information to 

a public employee union that the employees had refused to join. Although 

the Court did not address alternatives in detail, it did observe that alternative 
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means of communicating with a union’s nonmembers were “inadequate,” 

“inefficient,” and “ineffective” when compared with direct communication 

from the union. Id. at 931–32. 

In Williams v. Super Ct., the Court summarized the balancing 

framework in equivalent terms: “The party seeking information may raise in 

response whatever legitimate and important countervailing interests 

disclosure serves, while the party seeking protection may identify feasible 

alternatives that serve the same interests or protective measures that would 

diminish the loss of privacy.” (2017) 3 Cal. 5th 531, 552; see id. at 556 (again 

noting that “the availability of alternatives and protective measures” are a 

part of the privacy analysis). Although the Court did not address the 

balancing test in detail, it did touch on alternatives when flagging privacy 

issues for future discovery disputes: “[C]omplete bans on disclosure to 

vindicate privacy interests, or disclosure subject to an opt-in requirement, 

may significantly hamper the ability of aggrieved employees, deputized by 

the state, to assist in broad and effective enforcement of the labor laws. 

Future courts confronted with privacy objections to similar requested 

disclosures should be mindful of this potential impact when weighing 

whether to embrace a complete ban like the one imposed here or instead to 

seek alternative solutions that might accommodate the competing interests at 

stake.” Id. at 555 (citations omitted).  

The Court touched on the issues presented here in Lewis v. Super. Ct., 

but left them unresolved. (2017) 3 Cal. 5th 561. While investigating a 

physician (Albert Lewis) for misconduct, the medical board accessed 

patients’ prescription records in a statewide drug-monitoring database. Id. at 

566–67. The physician claimed that the board violated his patients’ right to 

privacy. The Court skipped through the three threshold elements of a privacy 

claim and proceeded to a general balancing test, concluding that the board’s 

actions were justified by its interests “in protecting the public from unlawful 



24 
 

use and diversion of a particularly dangerous class of prescription drugs and 

protecting patients from negligent or incompetent physicians.” Id. at 574–77.  

The Court explained that while the government does not have to adopt 

the “least restrictive means” to serve its interest, “evidence of less intrusive 

alternatives is relevant in balancing the government’s interests against the 

privacy intrusion at issue.” 3 Cal. 5th at 574. And “a showing of viable less 

intrusive alternatives can carry weight in evaluating the reasonableness of a 

challenged policy and balancing privacy against any countervailing 

interests.” Id. at 575. Ultimately the Court held that Lewis’ proposed 

alternatives were not “equally effective or feasible” to meet the board’s 

asserted interest investigating unsafe medical practices. Id. at 576. 

Specifically, the board had argued that “real-time” access to the database was 

“essential to closely monitoring the prescribing and dispensing of controlled 

substances.” Id. at 575. And Lewis’s alternative (allowing access only 

through a warrant or subpoena issued on a showing of “good cause”) was 

“not an equally effective or feasible alternative to the Board’s current 

approach.” Id. at 576. Nevertheless, the Court noted that feasible less-

restrictive alternatives may well be available: “It is possible there are ways 

to limit the privacy intrusion on patients without hampering the Board’s 

ability to investigate unsafe medical practices.” Id.; see also id. (highlighting 

the possibility that the board “could take steps to anonymize patients’ 

prescription information prior to accessing the . . . database”).  

Justice Liu, joined by Justice Kruger, wrote separately in Lewis to 

highlight the particular risks posed when (as here) the government compiles 

detailed personal information as part of a nonvoluntary program and then 

shares that information without notice to or consent from the subjects. 3 Cal. 

5th at 578–82. As their concurrence explains, there is a serious invasion of 

privacy when the government shares personal information, even if there is 

no public disclosure. “The voters were concerned that their privacy was 
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violated whenever their personal information was used or accessed without 

reason. . . . This concern is even more pressing today because advances in 

data science have enabled sophisticated analyses of curated information as to 

a particular person.” Id. at 581. What Justices Liu and Kruger foreshadowed 

has come to pass here. The steady advance of technology that both enables 

entities to collect ever more data and empowers researchers to perform ever 

more granular and complex analysis, counsels in favor of the Court’s review 

of these important issues today. 

Indeed, the State’s maximalist litigating position not only highlights 

the critical importance of the issues in this case, it all but ensures that these 

issues will recur in the future. DOJ has seized on Lewis’ “equally effective” 

language to argue that privacy plaintiffs face an elevated burden when 

identifying alternatives: 

I guess the, the main point that I would make there . . . is that 
the fact that there is some possible feasible alternative, or some 
possible alternative, is not all that needs to be shown. It needs 
to be shown to be equally effective. And here what the 
Legislature has decided that is, what is most effective is sharing 
this information with the researchers in the first instance. 
 

Fourth District Court of Appeal, Oral Argument Webcast, Barba v. Bonta 

(Oct. 10, 2023), 1:20:01–1:20:27. 

I would just note Lewis itself says that the test, it rejected the 
alternative there because it was quote “not an equally effective 
or feasible alternative.” I think my . . . friend on the other side 
described a lower standard, but in the more recent case on this 
[issue], they [the California Supreme Court] are asking for an 
equally effective alternative and we don’t think any of the 
[proposed alternatives] are actually equal in their effectiveness. 
 

Id. at 1:42:45–1:43:06. 

To be sure, the State overreads the Court’s opinion, as Lewis left 

unanswered the core question presented here: If a plaintiff identifies an 

alternative that minimizes a privacy invasion, how much “hampering” with 
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a defendant’s countervailing interest is acceptable? And alongside Lewis, 

Hernandez and Hill leave open the possibility that for a plaintiff’s 

alternatives to be “feasible and effective,” they must fully accommodate the 

defendant’s countervailing interest. Hernandez, 47 Cal. 4th at 300 (rejecting 

proposed alternatives because they “would not necessarily have achieved at 

least one of [the intruder’s] aims”); Hill, 7 Cal. 4th at 52 (noting that “less 

intrusive alternatives” might “fully satisfy” the intruder’s objective).  

This is a critical question that, if answered in the affirmative, would 

be devastating for the constitutional right to privacy, and would be 

inconsistent with the Court’s establishment of a balancing test in the first 

place. As the Court explained elsewhere in Lewis, “a showing of viable less 

intrusive alternatives can carry weight in evaluating the reasonableness of a 

challenged policy and balancing privacy against any countervailing 

interests.” 3 Cal. 5th at 575; accord Sheehan, 45 Cal. 4th at 1005 (Werdegar, 

J., joined by George, C.J., and Moreno, J., concurring) (“The issues involved 

in a privacy balancing are issues of degree: just how great is the justification, 

how intrusive the policy, and how feasible (and intrusive) are any 

alternatives?”). The urgency of these issues is magnified given the 

government’s role in compiling and controlling the information at the center 

of this case, as “the pervasive presence of coercive government power in 

basic areas of human life typically poses greater dangers to the freedoms of 

the citizenry than actions by private persons.” Hill, 7 Cal. 4th at 38. All the 

more so given that handing out millions of citizens’ private data to university 

researchers to conduct studies paid for by others is hardly “proximat[e] to the 

central function” of the State. Id. (explaining that a competing interest’s 

“relative importance” determined by such “proximity”).  

Consider the situation presented in this case: Providing notice and the 

opportunity to opt out of having PII shared is a straightforward alternative 
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that is consistent with this Court’s privacy cases.5 But this alternative would 

not suffice under a rule where plaintiffs must propose a course of conduct 

that does not “fully satisfy” an intruder’s countervailing interest. The Court 

of Appeal’s decision puts the issue into focus for further consideration.  

This Court’s intervention is necessary to settle these important 

questions concerning the constitutional right to privacy.  

II. Review At The Preliminary Injunction Stage Is Appropriate And 
Essential To Preserve The Privacy Rights Of Millions Of 
Californians. 

This Court’s intervention at the preliminary injunction stage is 

necessary and appropriate to resolve the important, unsettled questions of 

constitutional law discussed above. The information-sharing regime enacted 

in AB 173 deprives millions of Californians of control over their personal 

information, which will be actively used, mined, and manipulated without 

their knowledge or consent. This disclosure, standing alone, is a substantial 

privacy violation.6 The Privacy Initiative’s proponents were attuned to the 

 
5  See, e.g., Hill, 7 Cal.4th at 37 (the “presence or absence of 
opportunities to consent voluntarily” affects privacy expectations); Pioneer 
Elecs. (USA), Inc. v. Super. Ct. (2007) 40 Cal. 4th 360, 372 (evaluating 
consumers’ privacy expectations and observing that “complaining customers 
might reasonably expect to be notified of, and given an opportunity to object 
to, the release of their identifying information to third persons”); Cnty. Of 
Los Angeles, 56 Cal.4th at 930 (highlighting the notice and opt-out procedure 
in Pioneer that “mitigated any privacy invasion”); id. at 932 (noting that the 
privacy balance might tip against disclosure “when an individual employee 
objects and demands that home contact information be withheld”). 
6  AB 173 thus presents a sharp contrast with several previous cases 
where the Court tolerated disclosures of less extensive PII principally 
because they furthered the interests of the individuals whose data was being 
disclosed. Pioneer Electronics, 40 Cal.4th at 372 (disclosure furthered 
consumers’ interests in resolving complaints about defective products); Cnty. 
of Los Angeles, 56 Cal.4th at 931–32 (sharing nonmembers’ contact 
information with union promoted the employees’ interests); Williams, 3 
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unique harm arising from the government’s compilation of personal 

information. See White, 13 Cal.3d at 774 (“The proliferation of government 

snooping and data collecting is threatening to destroy our traditional 

freedoms. Government agencies seem to be competing to compile the most 

extensive sets of dossiers of American Citizens.”) (quoting ballot argument). 

Even then, Californians recognized that technology compounded the threat 

to privacy: “Computerization of records makes it possible to create ‘cradle-

to-grave’ profiles of every American.” Id.  

But the privacy violation does not end with the initial disclosure. The 

Center (and other researchers) compounds the privacy violation by using the 

data to “link” individuals to other datasets and “follow” them for years, 

which enables researchers to dig up additional information on gun owners 

and peer even further into their lives. As Justices Liu and Kruger recognized 

in Lewis, the concerns motivating the Privacy Initiative are “even more 

pressing today because advances in data science have enabled sophisticated 

analyses of curated information as to a particular person.” 3 Cal.5th at 581–

82 (Liu, J., joined by Kruger, J., concurring). Once the Court of Appeal’s 

decision is final, the preliminary injunction will be dissolved—and DOJ will 

be free to once again be free to share PII with researchers without notice to 

or consent from the millions of Californians whose private information is 

being compromised.  

On the other side of the ledger, DOJ has maintained throughout the 

litigation that the private research conducted with firearms’ owners PII is of 

critical importance to the State’s interest in combatting firearm violence. In 

short, the issues presented in this case have real and significant public 

consequences.  

 
Cal.5th at 553–54 (permitting discovery of employees’ contact information 
in wage-and-hour class action that could benefit them financially). 
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From a procedural standpoint, there is no reason to defer review until 

after a merits decision. The parties’ positions are well developed. The Court 

of Appeal’s decision sharply frames the issues for this Court’s review. 

Further factual development is not necessary to present the unsettled 

questions of constitutional law raised here. In short, this case is ripe for 

review.  

CONCLUSION 

The Court should grant the petition for review. 

Respectfully submitted, 
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I. INTRODUCTION

California state law has required the California Department of Justice 

(the DOJ) to maintain records of essentially all handgun transfers occurring 

in the state of California since at least the 1950’s, and has further mandated 
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the inclusion of long gun transfers since 2014.  (Pen. Code § 11106, originally 

enacted by Stats. 1953, ch. 1385, § 1)1  In 2015, the California electorate 

passed a voter initiative that requires the DOJ to maintain similar records 

regarding any sale or transfer of ammunition.  (Prop. 63, as approved by 

voters, Gen. Elec. (Nov. 8, 2016); § 30352.)  This data provides a unique 

opportunity for research not available anywhere else.  Since at least 1989, 

researchers at the University of California, Davis have been utilizing that 

data in research studies aimed at understanding and preventing various 

forms of firearm violence. 

In 2016, the Legislature directed the Regents of the University of 

California to establish a Firearm Violence Research Center (the Center) with 

the goals of overseeing interdisciplinary research addressing the nature and 

consequences of firearm violence, and working with policymakers “to identify, 

implement, and evaluate innovative firearm violence prevention policies and 

programs.”  (Pen. Code §§ 14230, 14231.)  To aid in those goals, the 

Legislature mandated that several state agencies, including the DOJ, provide 

the Center with “the data necessary for [it] to conduct its research.”  (§ 14231, 

former subd. (c), current subd. (c)(2).) However, the DOJ began restricting the 

Center’s access to data in the following years.  In response, the Legislature 

passed Assembly Bill No. 173 (2021–2022 Reg. Sess.) (Assem. Bill 173), which 

amended several statutory provisions to make clear the Legislature’s intent 

that the DOJ provide all necessary data, including personally identifying 

data, to the Center upon proper request.   

Plaintiffs filed suit, challenging the constitutionality of the 

amendments.  Among other claims, they assert that the data sharing 

prescribed by the amendments violates their right to privacy under the 

1  All further unspecified statutory references are to the Penal Code.  
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California Constitution.  The Attorney General demurred, and Plaintiffs filed 

a motion for preliminary injunction.  Following a combined hearing in 

October 2022, the trial court overruled the demurrer as to the privacy claim 

and issued a preliminary injunction enjoining the DOJ from transferring any 

additional personal identifying information from the firearm and ammunition 

databases to researchers until further notice.   

On appeal, the Attorney General asserts the trial court erred by 

conflating the legal standards for the co-pending demurrer and preliminary 

injunction motions and that, under the proper standard, it was an abuse of 

discretion to grant the injunction.  We agree.  Even assuming that Plaintiffs 

have met the threshold inquiries to establish a privacy claim, the Attorney 

General presented a legitimate countervailing interest and presented 

evidence explaining why Plaintiffs’ proposed alternatives are not adequate or 

sufficient.  Having failed to rebut that evidence, Plaintiffs cannot establish a 

probability of success on the merits as a matter of law, and we therefore 

reverse the trial court’s order granting the preliminary injunction and 

remand the matter to the trial court with instructions to enter a new order 

denying the motion for a preliminary injunction.   

II.  FACTUAL AND PROCEDURAL BACKGROUND 

A. California’s Long History of Retaining Firearm Transfer Data  

California has required dealers to retain records regarding firearm 

transfers since at least 1917.  (See Stats. 1917, ch.145, § 7, pp. 222–223.)  

Under the original statute, “[e]very person in the business of selling, leasing, 

or otherwise transferring a pistol, revolver or other firearm, of a size capable 

of being concealed upon the person,” was to “keep a register in which [they] 

entered the time of sale, the date of sale, the name of the salesman making 

the sale, the place where sold, the make, model, manufacturer’s number, 
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caliber or other marks of identification on such pistol, revolver or other 

firearm.”  (Ibid.)  The law required the purchaser to sign the form and affix 

their address, and required the dealer to mail a duplicate of the form to the 

municipal police department or county clerk where the firearm was sold.  

(Ibid.)  Failure to comply with those requirements or the use of a fictitious 

name or address on the form gave rise to a misdemeanor offense.  (Ibid.)   

This same basic system for recording firearm transfers persists today 

but has now been expanded to include all firearms—not just handguns or 

those capable of being concealed upon the person—and to provide for digital 

transfer of the data to the DOJ.  (See Assembly Bill 809, Stats. 2011, ch. 745, 

§ 2.5, operative Jan. 1, 2014 [conforming the law so that transfers of 

handguns and firearms other than handguns (i.e., long guns) are treated the 

same]; § 28205 [addressing electronic transfers of firearm purchaser 

information to the DOJ].)  With some limited exceptions, every sale or 

transfer of a firearm in California must now go through a licensed dealer, 

under the Dealer’s Record of Sale (DROS) process.  (§§ 26500, 28050.)   

Under that process, an individual wishing to obtain a firearm must 

first fill out a DROS form, provided by the dealer.  (§§ 28100, 28160.)  The 

contents of the DROS form are statutorily mandated, and include 

information regarding the firearm, such as the make, model, and serial 

number; information regarding the dealer; and information about the 

purchaser, including their full name, date of birth, address, telephone 

number, occupation, gender, and a physical description.  (§ 28160.)  The form 

also contains mandatory questions regarding the purchaser’s criminal and 

mental health history and requires an imprint of the purchaser’s right 

thumbprint.  (§ 28160, subds. (a)(29), (b).)  The dealer must submit the 

information on the DROS form to the DOJ, which allows the DOJ to conduct 
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a background check to ensure the purchaser is not precluded from possessing 

a firearm.  (§§ 28205, 28220.)  If the DOJ approves the transaction, the dealer 

may deliver the firearm to the purchaser following a 10-day waiting period.  

(Cal. Code Regs., tit. 11, § 4230, subd. (a).) 

Beyond enabling background checks, the DROS data has long served as 

the basis for a firearm registration system maintained by the DOJ.  As 

originally enacted in 1953, section 11106 required the DOJ to “properly file a 

complete record of all copies of fingerprints[ and] duplicate carbon copies of 

applications for licenses to carry concealed weapons and dealers’ records of 

sales of deadly weapons,” among other items, “to assist in the investigation of 

crime, the arrest and prosecution of criminals and the recovery of lost, stolen 

or found property.”  (§ 11106, as originally enacted, Stats.1953, ch. 1385, § 1, 

p. 2966.)  The DOJ has maintained these records in a repository known as 

the Automated Firearms System (the AFS) for all known handgun 

acquisitions since approximately 1980, and for all new legally acquired 

firearms, including both handguns and long guns, since January 1, 2014.2  

(Code Regs., tit. 11, §§ 4350, 4281, subds. (a), (d) [defining the “Automated 

Firearm System”]; Cal. Attorney General, “APPS Database” 

https://oag.ca.gov/ogvp/apps-database [last visited, Aug. 25, 2023].)   

Section 11106 has expanded over time, and now requires the Attorney 

General to maintain records of numerous other statutorily specified items.  

(§ 11106, subd. (a)(1)(A)–(I).)  But the primary purpose has not changed.  As 

the statute specifies, these records are retained “to assist in the investigation 

 
2  The AFS “is populated by way of firearm purchases or transfers at a 
California licensed firearm dealer, registration of assault weapons, an 
individual’s report of firearm ownership to the Department, Carry Concealed 
Weapons Permit records, or records entered by law enforcement agencies.”  
(Cal. Code Regs., tit. 11, § 4350.) 
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of crime, the prosecution of civil actions by city attorneys pursuant to 

paragraph (3) of subdivision (b), the arrest and prosecution of criminals, and 

the recovery of lost, stolen, or found property.”3  (§ 11106, subd. (a)(1).)  

Consistent with that goal, section 11106, subdivisions (a)(2) and (b)(3) require 

the Attorney General to furnish the information, upon proper application, “to 

the officers referred to in Section 11105,” which similarly requires the DOJ to 

maintain and provide “state summary criminal history information” 

(§ 11105).  Section 11105, subdivision (b), in turn, delineates numerous 

circumstances under which the Attorney General must provide information 

to courts, peace officers, city attorneys, and other public agencies.  

B. California’s More Recent Retention of Ammunition Transfer Data 

More recently, the Legislature enacted similar laws requiring vendors 

to keep records of firearm ammunition transfers.  (See § 12061, enacted by 

Stats. 2009, ch. 628, § 2 (Assem. Bill 962); renumbered without substantive 

change to § 30352, et seq. by Stats. 2010, ch. 711, § 6 (Sen. Bill 1080).)  Like 

the DROS system, the ammunition transfer data includes information 

regarding the type of ammunition and the purchaser’s name, address, date of 

birth, state issued identification number, and an image of the purchaser’s 

right thumbprint.  (Former § 30352, subd. (a)(3)(A)–(H), eff. Jan. 1, 2012 to 

Nov. 8, 2016.)  Vendors must maintain these records for at least five years 

and make them available to any peace officer who is “conducting an 

investigation where access to those records is or may be relevant, is seeking 

 
3  Section 11106, subdivision (b)(3) provides further:  “Information in the 
registry referred to in this subdivision shall, upon proper application 
therefor, be furnished to the officers referred to in Section 11105, to a city 
attorney prosecuting a civil action, solely for use in prosecuting that civil 
action and not for any other purpose, or to the person listed in the registry as 
the owner or person who is listed as being loaned the particular firearm.” 
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information about persons prohibited from owning a firearm or ammunition, 

or is engaged in ensuring compliance with the Dangerous Weapons Control 

Law, as defined in Section 23500, or any other laws pertaining to firearms or 

ammunition.”  (§ 30357, subd. (a).)   

In 2016, the California electorate voted to approve Proposition 63, 

commonly known as “The Safety for All Act of 2016” (Prop. 63).  The 

proposition amended various provisions of the Penal Code to increase 

oversight of ammunition sales in the state and to enhance the record keeping 

associated with ammunition transfers.  (Prop. 63, supra.)  In doing so, the 

people made the following findings and declarations:   

“1.  Gun violence destroys lives, families and communities.  From 
2002 to 2013, California lost 38,576 individuals to gun 
violence. . . .  

“2.  In 2013, guns were used to kill 2,900 Californians, including 
251 children and teens.  That year, at least 6,035 others were 
hospitalized or treated in emergency rooms for non-fatal 
gunshot wounds, including 1,275 children and teens. 

[¶] . . . [¶] 

“4.  This tragic violence imposes significant economic burdens on 
our society.  Researchers conservatively estimate that gun 
violence costs the economy at least $229 billion every year, or 
more than $700 per American per year.  In 2013 alone, 
California gun deaths and injuries imposed $83 million in 
medical costs and $4.24 billion in lost productivity. 

(Ibid.) 

Among other provisions, Proposition 63 amended section 30352 to 

require the DOJ to create and maintain a database like the AFS to track and 

record ammunition sales.  Under the amended statute, vendors submit the 

ammunition transfer data they were previously required to obtain to the DOJ 

and the DOJ retains the information in a database called the Ammunition 
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Purchase Records File (APRF).  (Prop. 63, supra; § 30352, former subd. (b), 

current subd. (b)(1).)  The amended section 30352 specifies that the APRF 

data “shall remain confidential and may be used by the department and those 

entities specified in, and pursuant to, subdivision (b) or (c) of Section 11105, 

through the California Law Enforcement Telecommunications System 

[CLETS], only for law enforcement purposes.”  (§ 30352, former subd. (b), 

current subd. (b)(1).) 
C. California’s History of Utilizing DROS Data in Research Aimed at 

Informing Policies to Reduce Firearm Violence 

The DROS system and the associated AFS and APRF databases create 

a unique data set regarding gun and ammunition ownership not available 

anywhere else.  Researchers in California have used this data to conduct 

empirical research4 regarding firearm-related violence for some time.   

The DOJ first provided DROS records to researchers at the University 

of California, Davis (UC Davis), in approximately 1989.  The researchers 

used the data to conduct “research on risk factors for criminal activity among 

legal purchasers of firearms that was supported by the Centers for Disease 

Control and Prevention” (the CDC).  At the time, the CDC viewed gun 

violence as a public health issue and was funding studies aimed at reducing 

injuries and deaths resulting from such violence.  (See Rostron, Allen, The 

Dickey Amendment on Federal Funding for Research on Gun Violence:  A 

Legal Dissection (2018) Am. J. of Public Health, Vol. 108, No. 7, pp. 865–867.)  

Not long after, Congress passed an amendment to a CDC appropriations bill, 

 
4 “An ‘empirical study’ is commonly understood to mean a research study 
that relies on empirical evidence; it is designed to test a theory or hypotheses 
by collecting independently verifiable data or information and making 
conclusions based on that information.”  (Wendz v. State Dept. of Education 
(2023) 93 Cal.App.5th 607, 652.) 
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commonly referred to as the “Dickey Amendment,” that essentially ended 

CDC funding for research concerning firearm violence.  (Ibid.)  Nevertheless, 

researchers at UC Davis continued to study firearm violence using data 

supplied by the DOJ.  

1. The Creation of the Firearm Violence Research Center 

In 2016, apparently sharing many of the same concerns as the 

electorate, the Legislature declared its intent that the Regents of the 

University of California establish and administer a Firearm Violence 

Research Center to expand and continue this valuable research.  (Assembly 

Bill No. 1602 (2015–2016 Reg. Sess.), ch. 24, § 30 (Assem. Bill 1602).)  In 

newly enacted section 14230, the Legislature made the following findings: 

“(a) Firearm violence is a significant public health and 
public safety problem in California and nationwide.  
Nationally, rates of fatal firearm violence have 
remained essentially unchanged for more than a 
decade, as declines in homicide have been offset by 
increases in suicide. 

[¶] . . . [¶] 

“(c) Nationwide, the annual societal cost of firearm violence 
was estimated at $229,000,000,000 in 2012.  A 
significant share of this burden falls on California.  In 
2013, the Office of Statewide Health Planning and 
Development noted that government-sponsored 
insurance programs covered nearly two-thirds of the 
costs of hospitalizations for firearm assaults in 
California, and about one-half of the costs of 
hospitalizations for unintentional injuries or those 
resulting from deliberate self-harm. 

“(d) California has been a leader in responding to this 
continuing crisis.  However, although rates of fatal 
firearm violence in California are well below average 
for the 50 states, they are not low enough. 
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“(e) Too little is known about firearm violence and its 
prevention.  This is in substantial part because too little 
research has been done.  The need for more research 
and more sophisticated research has repeatedly been 
emphasized. . . .  Because there has been so little 
support for research, only a small number of trained 
investigators are available. 

“(f) When confronted by other major health and social 
problems, California and the nation have mounted 
effective responses, coupling an expanded research 
effort with policy reform in the public’s interest.  Motor 
vehicle accidents, cancer, heart disease, and tobacco use 
are all examples of the benefits of this approach. 

“(g) Federal funding for firearm violence research through 
the federal Centers for Disease Control and Prevention 
has been virtually eliminated by Congress since 1996, 
leaving a major gap that must be filled by other 
sources.” 

Based on these findings, the Legislature enacted section 14231, in 

which it requested that the University of California establish and administer 

the Firearm Violence Research Center.  (§ 14231, subds. (a), (e).)  Statutorily 

enumerated goals and principals provide that the Center is to conduct 

interdisciplinary research addressing:  

“(A) The nature of firearm violence, including individual 
and societal determinants of risk for involvement in 
firearm violence, whether as a victim or a perpetrator. 

“(B) The individual, community, and societal consequences 
of firearm violence. 

“(C) Prevention and treatment of firearm violence at the 
individual, community, and societal levels.”  

(Id. at subd. (a)(1)(A)–(C).)  

In addition, the Center is to “work on a continuing basis with 

policymakers in the Legislature and state agencies to identify, implement, 
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and evaluate innovative firearm violence prevention policies and programs.”  

(§ 14231, subd. (a)(3).)  To achieve those goals, the Legislature mandated 

further that, “[s]ubject to the conditions and requirements established 

elsewhere in statute, state agencies, including, but not limited to, the 

Department of Justice, the State Department of Public Health, the State 

Department of Health Care Services, the Office of Statewide Health Planning 

and Development, and the Department of Motor Vehicles, shall provide to the 

[C]enter, upon proper request, . . . the data necessary for the [C]enter to 

conduct its research.”  (Id., current subd. (c)(2), former subd. (c).) 

2. The DOJ’s Restriction of the Center’s Access to Data, and 
the Legislature’s Response  

Despite the Legislature’s emphasis on the importance of the Center’s 

research, the DOJ stopped providing data to the Center sometime around 

2017 and, in 2021, then Attorney General Becerra announced that the DOJ 

was considering a rule change based on privacy concerns that would restrict 

the release of certain personal identifying information to the Center.  In a 

statement issued at the time, the DOJ said that it valued the Center’s 

research and policy impacts, but also took seriously its “ ‘duty to protect 

Californians’ sensitive personally identifying information.’ ”   

The Legislature passed Assembly Bill No. 173 (2021–2022 Reg. Sess.) 

(Assem. Bill 173) in response, making several amendments to the law, 

solidifying the DOJ’s ability, and obligation, to provide data to the Center.   

First, the Legislature amended the findings enumerated in section 

14230 to add:  “California’s uniquely rich data related to firearm violence 

have made possible important, timely, policy-relevant research that cannot 

be conducted elsewhere.” (§14230, subd. (e), as amended by Assem. Bill 173, 

2021 Stats., ch. 253, § 4.)   
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Second, the Legislature amended sections 14231, 11106, and 30352 to 

clarify the data sharing requirement for both the AFS and APRS.  Section 

14231, subdivision (c)(1) now clarifies that “[i]t is the intent of the Legislature 

that the [C]enter be provided with access to data kept by state agencies that 

is necessary for the conduct of its research.”  Section 14231, subdivision (c)(2) 

maintains the previous language regarding requests for data, and newly 

added subdivision (c)(3) now states, more specifically:   

“Material identifying individuals shall only be provided for 
research or statistical activities and shall not be 
transferred, revealed, or used for purposes other than 
research or statistical activities, and reports or publications 
derived therefrom shall not identify specific individuals.  
Recognizing the time-sensitive nature of the [C]enter’s 
research, data shall be provided in a timely manner. . . .  If 
a request for data or letter of support for research using the 
data is denied, the state agency shall provide a written 
statement of the specific reasons for the denial.” 

That same language is repeated in newly added section 11106, 

subdivision (d) and 30352, subdivision (b)(2).   

In addition, section 11106, subdivision (d) provides: 

“All information collected pursuant to this section shall be 
maintained by the department and shall be available to 
researchers affiliated with the California Firearm Violence 
Research Center at UC Davis for academic and policy 
research purposes upon proper request and following 
approval by the [C]enter’s governing institutional review 
board when required.  At the department’s discretion, and 
subject to Section 14240, information collected pursuant to 
this section may be provided to any other nonprofit bona 
fide research institution accredited by the United States 
Department of Education or the Council for Higher 
Education Accreditation for the study of the prevention of 
violence and following approval by the institution’s 
governing institutional review board or human subjects 
committee when required.” 
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And section 30352, subdivision (b)(2), provides: 

“The information collected by the department as provided 
in paragraph (1) shall be available to researchers affiliated 
with the California Firearm Violence Research Center at 
UC Davis following approval by the institution’s governing 
institutional review board, when required.  At the 
department’s discretion, and subject to Section 14240, the 
data may be provided to any other nonprofit bona fide 
research institution accredited by the United States 
Department of Education or the Council for Higher 
Education Accreditation for the study of the prevention of 
violence, following approval by the institution’s governing 
institutional review board or human subjects committee, 
when required, for academic and policy research purposes.” 

The foregoing provisions went into effect on September 23, 2021.  On 

November 29, 2021, the DOJ approved the Center’s most recent application 

and authorized 19 users to access data from the DROS and AFS system.  The 

data that the DOJ allowed the researchers to access included all available 

personal identifying information.  On July 1, 2021, the DOJ approved an 

application from Stanford University and authorized similar access for an 

additional 8 researchers and, on November 15, 2021, the DOJ provided DROS 

data extracts to Stanford.  As of April 2022, there were no further 

applications for AFS or DROS data pending before the DOJ.  As of that same 

date, neither the Center nor any other research institution had submitted a 

request for APRS data. 

D. Plaintiffs Challenge to the Sharing of Firearm and Ammunition 
Data and the Associated Preliminary Injunction 

In early 2022, Plaintiffs Ashleymarie Barba (an individual gun owner), 

Firearms Policy Coalition, Inc., Second Amendment Foundation, California 

Gun Rights Foundation, San Diego County Gun Owners PAC, Orange County 

Gun Owners PAC, and the Inland Empire Gun Owners PAC (collectively, 
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Plaintiffs) filed a complaint against Rob Bonta, in his official capacity as 

Attorney General of California, challenging the constitutionality of the 

amendments enacted by Assem. Bill 173.  In the operative first amended 

complaint, Plaintiffs assert that the amendments are invalid for three 

reasons: 1) the disclosure of personal identifying information permitted by 

the amended statutes violates their right to privacy under Article I, section I 

of the California Constitution; 2) Assem. Bill 173 improperly amends 

Proposition 63, a voter initiative; and 3) the amendments violate the Second 

Amendment of the United States Constitution.  Based on these claims, 

Plaintiffs seek declaratory and injunctive relief precluding the DOJ from 

sharing personal identifying information from the AFS or APRS databases.   

On March 3, 2022, Plaintiffs filed a motion for a preliminary injunction, 

asking the trial court to enjoin the DOJ from sharing personal identifying 

information collected pursuant to sections 11106 and 30352.  In addition, 

they asked the court for a mandatory injunction requiring the DOJ to retrieve 

all previously transferred personal identifying information.  Although they 

had raised other arguments in the complaint, Plaintiffs premised their 

motion for preliminary injunction solely on their right to privacy under 

Article I, Section 1 of the California Constitution.  Later that same month, 

the Attorney General filed a demurrer, asserting that all three of Plaintiffs’ 

claims fail as a matter of law.  At the parties’ request, the trial court stayed 

the demurrer as to the third claim, based on the Second Amendment, pending 

resolution of the same issue in a different matter pending in the federal 

courts.5   

 
5  On January 12, 2023, while the present appeal was pending, the 
federal district court granted the Attorney General’s request to dismiss the 
complaint in the federal matter.  (See Doe v. Bonta (S.D.Cal. 2023) 650 
F.Supp.3d 1062.)  
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The trial court heard both motions at a consolidated hearing in October 

2022.  The court began with the demurrer.  After hearing argument, the court 

indicated it was inclined to confirm its tentative on the demurrer, overruling 

the demurrer as to the first cause of action alleging violations of the right to 

privacy under the California Constitution, and sustaining it as to the second 

cause of action alleging that Assem. Bill 173 improperly amends a voter 

initiative.   

The court then turned its attention to the preliminary injunction 

motion.  The Attorney General began by pointing out that the injunction was 

based on a different standard than the demurrer.  He argued that Plaintiffs 

had the burden of establishing a likelihood of success on the merits to obtain 

an injunction and that, because they had brought only a facial challenge to 

the amended statutes, they first had to overcome the inherent presumption 

that the statutes are constitutional.  In response, the court pointed out that 

the standard for a preliminary injunction was a balancing test that did not 

necessarily rest primarily on the likelihood of success on the merits.  The 

Attorney General went on to address the state’s countervailing interest in 

conducting research aimed at preventing or reducing firearm violence and the 

imminent harms resulting from precluding or delaying that research.  He 

concluded: “This court has to look beyond whether we have raised factual 

issues in the pleadings and must address whether the plaintiffs have shown 

they are likely to succeed on the merits on their facial challenge to [Assem. 

Bill] 173.  And because they have not and because the balance of harms cuts 

against denying Californians the benefit of critical research into an 

extraordinarily pressing problem, the injunction should be denied.”  

After hearing argument from Plaintiffs, the trial court confirmed its 

tentative decision to grant the preliminary injunction, in part.  In a 
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subsequent written order, the court found that “the balancing of plaintiffs’ 

privacy interest against the state’s interest in reducing firearms violence, is 

not an appropriate inquiry at the demurrer stage.”  It then incorporated that 

ruling into its discussion of the preliminary injunction ruling, and stated: 

“Just as plaintiffs’ cause of action for violation of privacy under the California 

Constitution survived defendant’s demurrer, for the same reasons plaintiffs 

have also shown a likelihood of success on the merits to satisfy the factor of 

the preliminary injunction inquiry.”  Turning to the balance of harms, the 

court weighed the fact that much of the information had already been shared 

with researchers, against the alleged harms associated with additional 

transfers, and concluded the balance of harms weighed in favor of issuing a 

prohibitory, but not mandatory, injunction. 

Based on that ruling, the court issued the following preliminary 

injunction:  “The California Department of Justice is enjoined from 

transferring to researchers (1) personal identifying information collected in 

the Automated Firearms System pursuant to Penal Code section 11106(d) 

and (2) personal identifying information collected in the Ammunition 

Purchase Records File pursuant to Penal Code section 30352(b)(2), until 

further notice and order by the Court.”    

The Attorney General filed a timely notice of appeal. 

III.  DISCUSSION 

 The Attorney General asserts the trial court erred by misapplying the 

demurrer standard to its ruling on the preliminary injunction, and that 

under the correct legal standard, the trial court’s issuance of the preliminary 

injunction was an abuse of its discretion.  Plaintiffs respond that the trial 

court was not required to make express findings as to each element of the 

preliminary injunction test, that the trial court’s balance of harms analysis 
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shows that it did consider the appropriate legal standard, and that the trial 

court did not err by issuing the injunction.6  

A. Relevant Legal Principals Regarding Preliminary Injunctions 

“[T]he question whether a preliminary injunction should be granted 

involves two interrelated factors:  (1) the likelihood that the plaintiff will 

prevail on the merits, and (2) the relative balance of harms that is likely to 

result from the granting or denial of interim injunctive relief.”  (White v. 

Davis (2003) 30 Cal.4th 528, 554.)  “ ‘The ultimate goal . . . is to minimize the 

harm which an erroneous interim decision may cause.’ ”  (Ibid., italics 

omitted.)  The party seeking injunctive relief has the burden to show all 

elements necessary to support the issuance of a preliminary injunction.  

(O’Connell v. Superior Court (2006) 141 Cal.App.4th 1452, 1481 (O’Connell).) 

We review the trial court’s ruling on a motion for a preliminary 

injunction for an abuse of discretion.  (See Cohen v. Board of Supervisors 

(1985) 40 Cal.3d 277, 286.)  “Generally, the ruling on an application for a 

preliminary injunction rests in the sound discretion of the trial court.  The 

exercise of that discretion will not be disturbed on appeal absent a showing 

that it has been abused.”  (Ibid.)  However, “[t]he abuse of discretion 

standard is not a unified standard; the deference it calls for varies according 

to the aspect of a trial court’s ruling under review.”  (Haraguchi v. Superior 

Court (2008) 43 Cal.4th 706, 711.)  “For instance, the superior court’s express 

and implied findings of fact are accepted by appellate courts if supported by 

substantial evidence, and the superior court’s conclusions on issues of pure 

law are subject to independent review.”  (Smith v. Adventist Health 

System/West (2010) 182 Cal.App.4th 729, 739 (Smith).)  In addition, “ ‘ “[a] 

 
6  Neither party disputes the trial court’s ruling on the Attorney General’s 
demurrer.  
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trial court abuses its discretion when it applies the wrong legal standards 

applicable to the issue at hand.” ’ ” (Zurich American Ins. Co. v. Superior Ct. 

(2007) 155 Cal.App.4th 1485, 1493.) 

Because the preliminary injunction at issue here arises from Plaintiffs’ 

claim that the disclosure of personal identifying information permitted by 

amended sections 11106 and 30352 violates their right to privacy under 

Article I, section I of the California Constitution, we must consider the trial 

court’s ruling in the context of the law surrounding the right to privacy under 

the California Constitution.  

B. Relevant Legal Principals Regarding the Right to Privacy 
Established by Article I, Section I of the California Constitution 

In 1972, the People of the State of California voted to approve a ballot 

initiative commonly referred to as “The Privacy Initiative,” which amended 

Article I, Section I of the California Constitution to include a universal right 

to privacy.  (See Lewis v. Superior Court (2017 3 Cal.5th 561, 569 (Lewis).)  

As our high court has explained, “The Privacy Initiative addressed the 

‘accelerating encroachment on personal freedom and security caused by 

increased surveillance and data collection activity in contemporary society.’ ” 

(Ibid.)  The initiative addressed three primary concerns: “ ‘(1) “government 

snooping” and the secret gathering of personal information; (2) the overbroad 

collection and retention of unnecessary personal information by government 

and business interests; (3) the improper use of information properly obtained 

for a specific purpose, for example, the use of it for another purpose or the 

disclosure of it to some third party; and (4) the lack of a reasonable check on 

the accuracy of existing records.’ ” (Ibid.)   

The ballot materials suggest that proponents of the amendment were 

primarily concerned with the government compiling secret dossiers, or 

“ ‘cradle to grave’ profiles,” on citizens, without affording individual citizens 
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any right or ability to review the information contained therein for accuracy.  

(Voter Initiative Guide for 1972 General Election (1972), pp. 26–27.)  The 

proponents asserted the right to privacy “should be abridged only when there 

is a compelling public need.  Some information may remain as designated 

public records but only when the availability of such information is clearly in 

the public interest.”  (Id. at p. 27.)  Plaintiffs now assert that the sharing of 

firearm and ammunition data with researchers in accordance with amended 

sections 11106 and 30352 is not in the public interest and violates their right 

to privacy under the California Constitution.  

The California Supreme Court considered an analogous question in 

Lewis.  The issue there was whether the patients’ right to privacy was 

violated when the Medical Board of California accessed data from a database 

used to monitor prescription drugs during an investigation of the patients’ 

physician.  (Lewis, supra, 3 Cal.5th at p. 565.)  In evaluating the merits of 

that claim, the Court applied the two-part inquiry for determining whether 

there has been a violation of the right to privacy under the California 

Constitution, previously articulated by the Court in its decision in Hill v. 

National Collegiate Athletic Assn. (1994) 7 Cal.4th 1 (Hill).  (Lewis, supra, 

3 Cal.5th at p. 571.) 

“First, the complaining party must meet three ‘ “threshold elements” 

. . . utilized to screen out claims that do not involve a significant intrusion on 

a privacy interest protected by the state constitutional privacy provision.’ ”  

(Lewis, supra, 3 Cal.5th at p. 571.)  They “must demonstrate: ‘(1) a legally 

protected privacy interest; (2) a reasonable expectation of privacy in the 

circumstances; and (3) conduct by defendant constituting a serious invasion 

of privacy.’ ”  (Ibid., quoting Hill, supra, 7 Cal.4th at pp. 39–40.)  “Whether a 

legally recognized privacy interest is present in a given case is a question of 
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law to be decided by the court.  [Citations.]  Whether plaintiff has a 

reasonable expectation of privacy in the circumstances and whether 

defendant’s conduct constitutes a serious invasion of privacy are mixed 

questions of law and fact.  If the undisputed material facts show no 

reasonable expectation of privacy or an insubstantial impact on privacy 

interests, the question of invasion may be adjudicated as a matter of law.”  

(Hill, at p. 40.) 

Second, any such privacy interest “must be balanced against other 

important [or countervailing] interests.”  (Hill, supra, 7 Cal.4th at p. 37; 

accord Lewis, supra, 3 Cal.5th at p. 572.)  Thus, even if a plaintiff is able to 

establish a serious invasion of privacy under the threshold inquiry, the 

defendant may still prevail by “ ‘proving, as an affirmative defense, that the 

invasion of privacy is justified because it substantively furthers one or more 

countervailing interests.’ ”  (Lewis, at p. 572.)  “ ‘The plaintiff, in turn, may 

rebut a defendant’s assertion of countervailing interests by showing there are 

feasible and effective alternatives to defendant’s conduct which have a lesser 

impact on privacy interests.’ ”  (Ibid., quoting Hill, at p. 40.)  

“The standard that a defendant’s proffered countervailing interests 

must satisfy varies based on the privacy interest asserted:  ‘Where the case 

involves an obvious invasion of an interest fundamental to personal 

autonomy, e.g., freedom from involuntary sterilization or the freedom to 

pursue consensual familial relationships, a “compelling interest” must be 

present to overcome the vital privacy interest.  If in contrast, the privacy 

interest is less central, or in bona fide dispute, general balancing tests are 

employed.’ ”  (Lewis, supra, 3 Cal.5th at p. 572, quoting Hill, supra, 7 Cal.4th 

at p. 34.)  “ ‘The existence of a sufficient countervailing interest or an 

alternative course of conduct present[s] threshold questions of law for the 
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court.  The relative strength of countervailing interests and the feasibility of 

alternatives present mixed questions of law and fact. . . .  [I]n cases where 

material facts are undisputed, adjudication as a matter of law may be 

appropriate.’ ”  (Lewis, at p. 572, quoting Hill, at p. 40.)  

C. The Trial Court Abused Its Discretion by Granting the Injunction   

Here, by relying on its analysis on the demurrer to resolve the motion for 

preliminary injunction, it appears that the trial court failed to consider the 

second step of the Hill analysis.  Applying the full analysis compelled by Hill, 

we conclude that the Attorney General established a legitimate 

countervailing interest and that, although Plaintiffs proposed some 

alternatives, they did not rebut the Attorney General’s evidence regarding 

the lack of feasibility of those alternatives.  Thus, on the record before us, 

Plaintiffs cannot establish a likelihood of success on the merits as a matter of 

law, and the preliminary injunction must be reversed.  

1. The Trial Court Did Not Apply the Correct Legal Standard 

The trial court began by considering the constitutional privacy claim in 

Plaintiffs’ first cause of action in the context of the Attorney General’s 

demurrer.  As the trial court explained, the standard for reviewing the 

sufficiency of a complaint against a general demurrer is well settled.  (Blank 

v. Kirwan (1985) 39 Cal.3d 311, 318.)  The reviewing court is to treat the 

demurrer as accepting all material facts properly pleaded and, doing so, must 

determine simply whether the complaint states facts, if taken as true, 

sufficient to constitute a cause of action.  (Ibid.)  Addressing the demurrer 

here, the trial court acknowledged the threshold requirements to state a 

claim for an invasion of privacy set forth in Hill and concluded that Plaintiffs 

had alleged facts sufficient to satisfy each requirement.   
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In overruling the demurrer as to Plaintiffs’ first cause of action, the 

trial court concluded that Plaintiffs adequately alleged (1) that they had a 

legally protected privacy interest in the personal information collected in 

conjunction with firearm and ammunition transactions; (2) that they had a 

“reasonable expectation of privacy in this information not being disclosed for 

reasons other than law enforcement and not being disclosed to third parties 

who are hostile to their interests”; and (3) that the transfer and use of the 

data constituted a serious invasion of privacy insofar as it was done without 

their knowledge or consent.  The court went on to explain that issues such as 

the reasonableness of Plaintiffs’ expectations of privacy and the seriousness 

of the alleged invasion were questions of fact not suitable for resolution at the 

demurrer stage.  Similarly, the court expressly stated that “the balancing of 

plaintiffs’ privacy interest against the state’s interest in reducing firearms 

violence, is not an appropriate inquiry at the demurrer stage.”  (Italics added.) 

The trial court then incorporated this same analysis into its decision on 

the preliminary injunction motion.  Addressing Plaintiffs’ likelihood of 

success on the merits, the trial court stated: “Just as plaintiffs’ cause of 

action for violation of privacy under the California Constitution survived 

defendant’s demurrer, for the same reasons plaintiffs have also shown a 

likelihood of success on the merits to satisfy the factor of the preliminary 

injunction inquiry.  Defendant’s arguments do not compel a different 

outcome.”  (Italics added.)   

The Attorney General asserts that this was error, and argues that the 

trial court had to go beyond the adequacy of the facially accepted allegations 

in the complaint to adequately consider whether Plaintiffs had established a 

likelihood of success on the merits of their claim.  In other words, the trial 

court needed to consider those issues that it had deemed not appropriate for 
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consideration at the demurrer stage and, in doing so, needed to consider the 

supporting materials submitted by the parties.  Because the trial court 

declined to conduct that analysis, it abused its discretion.   

Plaintiffs do not dispute that the standard for overcoming a demurrer 

differs from the standard for obtaining a preliminary injunction.  Rather, 

they contend that we must presume that the court applied the correct 

analysis, even if it did not make express findings as to each element of the 

preliminary injunction test, particularly where, as here, the trial court 

referenced the correct standard in its ruling.  As Plaintiffs explain, further, 

“[r]ecognition of, and deference to, implied findings is derived from the 

principle that an appellate court must interpret the facts in the light most 

favorable to the prevailing party and indulge all reasonable inferences in 

support of the trial court’s decision regarding the preliminary injunction.”  

(Smith, supra, 182 Cal.App.4th at p. 739, italics added.) 

The fact that the trial court relied, to some extent, on its reasoning in 

ruling on the demurrer in ruling on the preliminary injunction motion is not 

in and of itself sufficient to establish an abuse of discretion.  As the trial court 

pointed out, the decision whether to grant a preliminary injunction is 

“ ‘guided by a “mix” of the potential-merit and interim-harm factors; the 

greater the plaintiff’s showing on one, the less must be shown on the other to 

support an injunction,’ ” and, thus, the court only had to conclude that 

Plaintiffs established at least a minimal probability of success on the merits.  

(See Butt v. State of California (1992) 4 Cal.4th 668, 678 (Butt).)  However, a 

“trial court may not grant a preliminary injunction, regardless of the balance 

of interim harm, unless there is some possibility that the plaintiff would 

ultimately prevail on the merits of the claim.”  (Ibid.; Law School Admission 

Counsel, Inc. v. State of California (2014) 222 Cal.App.4th 1265, 1280.)  
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Because Plaintiffs, as the moving party, had the burden to show all elements 

necessary to support the issuance of the injunction, they had to establish at 

least some likelihood of success on the merits of their privacy claim to prevail 

on their motion for a preliminary injunction.  (See O’Connell, supra, 141 

Cal.App.4th at p. 1481.)  The trial court could not determine whether 

Plaintiffs had done so without applying the full two-step analysis set forth in 

Hill.   

In ruling on the demurrer, the trial court explicitly declined to balance 

Plaintiffs’ privacy interest against the state’s alleged countervailing interest 

in conducting empirical research aimed at reducing firearm violence.  By 

subsequently incorporating that analysis into the ruling on the preliminary 

injunction motion, it appears the trial court overlooked the second step of the 

two-party inquiry set forth in Hill.  Indeed, the trial court does not mention 

the Attorney General’s asserted countervailing interest or Plaintiffs’ alleged 

feasible alternatives at all in its ruling.  Thus, it appears that the trial court 

did not apply the full, or correct, legal standard in determining whether 

Plaintiffs had established a likelihood of success on the merits.  This was 

error.  And, although we generally presume the trial court did apply the 

correct analysis, as Plaintiffs assert, “[w]here the record demonstrates the 

trial judge did not weigh the evidence, the presumption of correctness is 

overcome.”  (Kemp Bros. Construction, Inc. v. Titan Electric Corp. (2007) 146 

Cal.App.4th 1474, 1477.)  

As we explain next, under the correct legal standard, the trial court’s 

granting of the preliminary injunction was likewise an abuse of its discretion.  

Assuming that Plaintiffs met their burden under the threshold inquiry, the 

Attorney General presented a legitimate countervailing interest—promoting 

research informing policy decisions aimed at preventing or reducing firearm 
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violence—and presented detailed declarations from several individual 

researchers explaining the importance of and need to use personally 

identifiable data to conduct that research.  Although Plaintiffs offered some 

argument as to feasible alternatives, the declarations submitted by the 

Attorney General explained why those alternatives are not adequate.  

Plaintiffs did not seriously dispute that evidence or provide any evidence of 

their own establishing a material dispute of fact as to either issue.  Thus, 

although we indulge all reasonable inferences in support of the trial court’s 

decision, we conclude, on the record before us, that Plaintiffs cannot establish 

a likelihood of success on the merits as a matter of law.  (See Lewis, supra, 3 

Cal.5th at p. 572, quoting Hill, supra, 7 Cal.4th at p. 40 [“ ‘The relative 

strength of countervailing interests and the feasibility of alternatives present 

mixed questions of law and fact. . . .  [I]n cases where material facts are 

undisputed, adjudication as a matter of law may be appropriate’ ”].) 

2. Under the Correct Legal Standard, Plaintiffs Have Not 
Established a Likelihood of Success on the Merits  

a. Threshold Inquiry  

We begin with the three-part threshold inquiry “ ‘utilized to screen out 

claims that do not involve a significant intrusion on a privacy interest 

protected by the state constitutional privacy provision.’ ”  (See Lewis, supra, 3 

Cal.5th at p. 571; Hill, supra, 7 Cal.4th at p. 34.) 

The trial court found that Plaintiffs’ allegations as to each of the three 

threshold factors were adequate to survive a demurrer, and that Plaintiffs 

established a likelihood of success on the merits “for the same reasons.”  In 

doing so, the court expressly declined to consider whether it was reasonable 

for Plaintiffs to expect the state to refrain from sharing DROS data with 

researchers despite the history of the DOJ doing so, or whether the narrow 

scope of the disclosure prevented it from being a serious invasion of privacy.  
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The parties argue both points on appeal, but we need not, and expressly do 

not, decide these issues here.  Assuming without deciding that Plaintiffs are 

able to satisfy each prong of the threshold inquiry, we nevertheless conclude 

that they cannot establish a likelihood of success on the merits because they 

do not rebut the Attorney General’s evidence supporting its claims that the 

statutory amendments substantively further a countervailing interest and 

that there are no feasible alternatives.  

b. The Attorney General Presented Uncontested 
Evidence Establishing That the Statutory 
Amendments Substantively Further One or 
More Countervailing Interests   

Setting aside the threshold inquiry, “[a] defendant may prevail in a 

state constitutional privacy case by . . . pleading and proving, as an 

affirmative defense, that the invasion of privacy is justified because it 

substantively furthers one or more countervailing interests.  Plaintiff, in 

turn, may rebut a defendant’s assertion of countervailing interests by 

showing there are feasible and effective alternatives to defendant’s conduct 

which have a lesser impact on privacy interests.”  (Hill, supra, 7 Cal.4th at 

p. 40.)  “The existence of a sufficient countervailing interest or an alternative 

course of conduct present threshold questions of law for the court.  The 

relative strength of countervailing interests and the feasibility of alternatives 

present mixed questions of law and fact.  Again, in cases where material facts 

are undisputed, adjudication as a matter of law may be appropriate.”  (Ibid.)   

Even a serious “[i]nvasion of a privacy interest is not a violation of the 

state constitutional right to privacy if the invasion is justified by a competing 

interest.  Legitimate interests derive from the legally authorized and socially 

beneficial activities of government and private entities.  Their relative 

importance is determined by their proximity to the central functions of a 
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particular public or private enterprise.  Conduct alleged to be an invasion of 

privacy is to be evaluated based on the extent to which it furthers legitimate 

and important competing interests.”  (Hill, supra, 7 Cal.4th at p. 38.)   

Before turning to the Attorney General’s proffered countervailing 

interest, we note that “[l]egally recognized privacy interests are generally of 

two classes: (1) interests in precluding the dissemination or misuse of 

sensitive and confidential information (‘informational privacy’); and 

(2) interests in making intimate personal decisions or conducting personal 

activities without observation, intrusion, or interference (‘autonomy 

privacy’).”  (Hill, supra, 7 Cal.4th at p. 35.)  In Hill, the Court explained, 

“[w]here the case involves an obvious invasion of an interest fundamental to 

personal autonomy, e.g., freedom from involuntary sterilization or the 

freedom to pursue consensual familial relationships, a ‘compelling interest’ 

must be present to overcome the vital privacy interest.  If, in contrast, the 

privacy interest is less central, or in bona fide dispute, general balancing 

tests are employed.”  (Id. at p. 34.)   

More recently, in Lewis, the California Supreme Court noted that it 

had applied the general balancing test “without requiring the asserted 

countervailing interest to be compelling” in all but one case since Hill.  

(Lewis, supra, 3 Cal.5th at p. 573.)  That one case, American Academy of 

Pediatrics v. Lungren (1997) 16 Cal.4th 307 (Lungren), plainly fell into the 

second category of privacy interests as it “involved a challenge to a statute 

requiring a pregnant minor to obtain parental consent or judicial 

authorization before having an abortion, an issue that ‘unquestionably 

impinges upon “an interest fundamental to personal autonomy.” ’ ”  (Lewis, at 

p. 573.)  By contrast, the class of privacy interest at issue here is 

informational; it involves the dissemination of sensitive information and not 
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an obvious invasion of an interest fundamental to personal autonomy like the 

one at issue in Lungren.  Plaintiffs summarily assert that the compelling 

interest standard applied in Lungren applies here, but they offer no 

explanation or argument to support that conclusion.  In our view, under Hill 

and Lewis, the general balancing test applies in this case.  (Hill, supra, 

7 Cal.4th at pp. 34–35.)   

 The People of California, the Legislature, and the Attorney General 

have identified the following countervailing interest justifying any invasion of 

privacy resulting from the DOJ transferring firearm and ammunition data 

containing personally identifying information for approved research projects: 

empirical research supporting informed policymaking aimed at reducing and 

preventing firearm violence.  In passing Proposition 63 in 2016, the electorate 

acknowledged both the large number of lives lost, and the high costs 

associated with medical care and lost productivity resulting from various 

forms of firearm violence in recent years.  (Prop. 63, supra.)  The Legislature 

made similar findings when enacting section 14230, also in 2016 (§ 14230, 

subd. (b)) and found that “[t]oo little is known about firearm violence and its 

prevention,” because “too little research has been done.  The need for more 

research and more sophisticated research has been repeatedly emphasized.”  

(Id., subd. (e), italics added.)   

The Legislature noted further that California has a history of mounting 

effective responses to similar concerns, by “coupling an expanded research 

effort with policy reform in the public’s interest.”  (§ 14230, subd. (f).)  And 

California is even more uniquely situated in its ability to analyze and develop 

novel policy initiatives reducing the impacts of firearm violence.  As the 

Legislature added in 2021, “California’s uniquely rich data related to firearm 
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violence have made possible important, timely, policy-relevant research that 

cannot be conducted elsewhere.”  (§ 14230, subd. (e).)   

 Plaintiffs rely on Lungren, supra, 16 Cal.4th 307, to assert that the 

courts should not give deference to these legislative findings.  But Lungren is 

not directly on point.  As noted, in Lungren, the Court addressed the validity 

of a statutory provision that required pregnant individuals under the age of 

18 to secure parental consent or judicial authorization before obtaining an 

abortion.  (Id. at p. 313.)  Thus, “the case involve[d] an obvious invasion of an 

interest fundamental to personal autonomy,” that could only be overcome by 

a compelling interest.  (Id. at p. 329.)  In that context, the Court addressed 

certain legislative findings supporting the asserted countervailing interests of 

protecting “the physical, emotional, and psychological health of minors,” and 

preserving and promoting “the parent-child relationship.”  (Lungren, supra, 

16 Cal.4th at pp. 325, fn. 12, 348.)  The Court agreed that these were, on 

their face, “ ‘compelling interests,’ ” but went on to find that the statute did 

not actually further those interests.  (Ibid.)  In doing so, the Court 

acknowledged that courts generally do give deference to legislative findings 

but concluded that legislative findings regarding “the need for, or probable 

effect of, [a] statutory provision” are not “determinative for constitutional 

purposes.”  (Id. at pp. 349–350, italics added.)   

By contrast, the privacy interest at issue here is informational, such 

that the general balancing tests applies, and the legislative findings that the 

Attorney General relies on do not concern such private and constitutionally 

protected matters as the parent-child relationship.  Nor are those findings 

limited to the Legislature.  Rather, both the electorate and the Legislature 

found that firearm violence is a public health and safety concern requiring 

the attention of policymakers.  And the Legislature then determined that 
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they, as policymakers, would benefit from “timely, policy-relevant research.”  

Plaintiffs do not seriously dispute the statistics regarding the impact of 

firearm violence set forth in the Proposition 63 materials or the findings set 

forth in section 14230.  Nor do they present any evidence contradicting the 

Legislature’s findings that there is a dearth of available research concerning 

firearm violence and that California is uniquely situated to fill that gap by 

conducting “important, timely, policy-relevant research that cannot be 

conducted elsewhere.” (See § 14230, subd. (e).)   

In any event, the Attorney General did not rely solely on the legislative 

findings in the trial court.  Rather, in opposition to the preliminary injunction 

motion, the Attorney General presented evidentiary support detailing the 

importance of the asserted countervailing interest.  Professor Garen J. 

Wintemute, the director of the Center, presented a detailed declaration 

concerning the importance of the research at issue.  As he explained, “The 

lack of basic information on the epidemiology of firearm violence; personal, 

community, and societal risk factors for that violence; its personal, 

community, and societal consequences; and optimal measures for addressing 

it has led to widespread misunderstanding of the problem and has impeded 

prevention efforts.  Evidence of the effects of state policies and programs for 

reducing firearm violence as well as basic information on benefits, risks, and 

prevalence of firearm ownership in California are also lacking.”   

The Attorney General also submitted a declaration from David M. 

Studdert, a professor at Stanford University who has also utilized firearm 

data provided by the DOJ.  Professor Studdert explains:  “Gun violence is an 

important public health problem.  Nearly 40,000 Americans die each year 

from firearm-related suicides, homicides, and accidents.  These deaths occur 

in all segments of the community—among men and women, among the young 
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and the old, among all racial and ethnic groups, among city-dwellers and 

people who live in rural areas, and among gun owners and non-owners.”   

Accordingly, a major focus of his team’s “research is to advance 

understanding of the nature of the relationship between access to firearms 

and risks of firearm-related mortality, including suicide, homicide, and 

accidental deaths.”  In 2016, his team “launched the Longitudinal Study of 

Handgun Ownership and Transfer (LongSHOT),” “a large, population-level 

cohort study . . . examining the mortality risks and benefits associated with 

access to firearms.”  The LongSHOT study is “one of the largest studies of 

firearm injury ever undertaken.”  The researchers have published six peer-

reviewed manuscripts based on the study—two addressing risk factors 

associated with firearm suicides—and expect to produce at least as many 

more.  

Finally, Professor Daniel Webster, an independent expert on evidence-

based firearm policy, submitted a declaration in which he opined that “[t]here 

have been many important research questions answered because of 

researchers’ access to information in [California] DOJ’s records, specifically 

the DROS System and AFS, that are relevant to efforts to reduce homicide, 

violent crime, suicide, and accidents.”  These include, among others, how the 

risk of use of a firearm in a suicide is distributed over time; which prior 

criminal offenses are predictive of future risk of criminal activity involving a 

firearm; and whether denial of a handgun purchase application after a 

background check reduces risks of subsequent commission of crime.  “For 

example, Wintemute and colleagues reported that in the first week after the 

purchase of a handgun, the rate of suicide by means of firearms among 

purchasers was 57 times as high as the adjusted rate in the general 

population,” suggesting that suicidal ideation drives gun acquisition in at 
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least some cases.  As Professor Webster explained further:  “Each of these 

finding are incredibly important for shaping fair and effective gun policy and 

even for personal decision-making for those considering whether to purchase 

a handgun.”   

Plaintiffs offer no evidence of their own to negate the existence, or 

extent, of the asserted impacts of firearm violence or the importance of 

empirical research in developing and evaluating policies to reduce such 

violence.  Rather, they present several arguments as to why the state does 

not have a legitimate countervailing interest in promoting this vital research, 

none of which are availing.   

First, Plaintiffs assert that research is not a constitutionally identified 

function of any branch of the state government.  Plaintiffs adopt too narrow a 

view.  As the Legislature itself has explained, the primary focus of the 

research is to inform policymaking, which is a central function of the 

legislative branch.  (See Carmel Valley Fire Protection Dist. v. California 

(2001) 25 Cal.4th 287, 299 [“ ‘Essentials of the legislative function include the 

determination and formulation of legislative policy.’ ”].)  The Legislature is in 

the best position to determine what materials or resources are helpful to it in 

performing that function.  While there may be a wide range of opinions 

surrounding the appropriate policy responses to firearm violence, it is 

undoubtedly a topic that the Legislature must consider.  

Plaintiffs do not dispute the general notion that empirical research may 

be valuable to policymakers.  Instead, they dispute the value of the research 

at issue here and assert that it will be used only to “promote reduced access 

to firearms” and “justify limitations on firearm rights.”  Again, the Attorney 

General presented evidence to refute this claim.  As Professor Wintemute 

explains, the researchers “seek to contribute to a clear and objective 
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understanding of firearm violence and its prevention, and in that effort, we 

go where the data take us.”  Moreover, the research covers a broad range of 

topics; it has been used to inform policies aimed at preventing unintentional 

and intentionally inflicted self-injury and has, in some cases, questioned the 

effectiveness of firearm control policies.  Plaintiffs have not directly 

addressed or disputed these specific claims, nor have they provided any 

evidence to the contrary.  Regardless, the potential, yet to be determined, 

outcomes of the research should not be used to evaluate its inherent value.  

Finally, Plaintiffs assert that there is no evidence the research has 

enhanced public policy or resulted in any “tangible public policy change[s].”  

To the contrary, the Attorney General presented evidence that the findings 

made by researchers using the DROS and AFS data—including, for example, 

the elevated risks for firearm violence associated with prior convictions for 

alcohol related offenses like driving under the influence—“are incredibly 

important for shaping fair and effective gun policy and even for personal 

decision-making for those considering whether to purchase a handgun.”  

Plaintiffs provide no authority or evidence of their own suggesting that the 

state does not have a countervailing interest in the research absent a direct 

link between a specific research project and a specific policy change.  

Rather, much of the research is expressly aimed at assessing the 

effectiveness of firearm control policies that are put into place by the 

Legislature.  For example, Professor Wintemute explained that, “In 1991, 

California prohibited the purchase or possession of firearms by persons 

convicted of violent misdemeanor crimes for 10 years.  [His team] conducted a 

study, funded by the National Institute of Justice, that used [linkage 

procedures] to perform a rigorous evaluation of the law’s effectiveness.”  

Likewise, Professor Wintemute’s team has conducted similar studies to 
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assess the effectiveness of California’s unique Armed and Prohibited Persons 

System (APPS), and is currently studying the effectiveness of California’s 

extreme risk protection order (ERPO) law.  Empirical studies like these 

“provide shape and guidance to California’s understanding of violence and its 

prevention and facilitate the development of evidence-based policies and 

programs.”  Moreover, as Professor Wintemute explained, “Another study in 

progress, funded by the National Institute of Justice, shows great promise in 

offering new methods for assessing threats of violence, including mass 

shootings,” and could lead to such policies in the future.   

These types of studies are consistent with the Legislature’s stated 

intent that the Center “work on a continuing basis with policymakers in the 

Legislature and state agencies to identify, implement, and evaluate 

innovative firearm violence prevention policies and programs.”  (§ 14231, 

subd. (a)(3).)  Plaintiffs did not present any evidence to the contrary.   

c. Plaintiffs Did Not Present Evidence Sufficient to 
Establish the Existence of Any Feasible 
Alternatives 

Beyond disputing the importance of the research itself, Plaintiffs seek 

to rebut the Attorney General’s assertion that it constitutes an important 

countervailing interest by asserting that there are at least two feasible and 

effective alternatives that would reduce or avoid the privacy intrusion:  
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1) individuals could be given the option of opting out of having their 

information shared; and 2) the data could be de-identified.7   

Plaintiffs presented these proposed alternatives in their preliminary 

injunction motion.  They also provided a “Compendium of Evidentiary 

Documents” in support of their motion.  The compendium is comprised of 

several news articles concerning the DOJ’s approach to data sharing, 

information from the DOJ’s website about the firearm and ammunition data 

collection process and the AFS and DROS databases, scientific papers 

published by the researchers using the AFS and DROS data, an article from 

the United States Department of Commerce entitled “De-Identification of 

Personal Information,” and several federal court opinions.  

In response, the Attorney General asserted, and maintains, that the 

proposed alternatives are neither feasible nor effective to serve the asserted 

countervailing interest.  The Attorney General argued, and now maintains, 

further, that the evidence Plaintiffs provided is not sufficient to establish the 

effectiveness or feasibility of the proposed alternatives.  By contrast, the 

Attorney General points to its own expert declarations, which include 

detailed explanations as to why the alternatives are not feasible, as well as 

additional declarations detailing the safeguards surrounding the information 

sharing at issue.   

 
7  Plaintiffs also presented a third alternative, that the DOJ hire its own 
researchers to conduct the same studies in house.  Although they claim that 
this option would be “less harmful to plaintiffs’ privacy interests,” they do not 
concede that it would eliminate the privacy concerns altogether.  Regardless, 
Plaintiffs do not explain how this would minimize their privacy concerns, and 
we perceive no material difference between the DOJ providing data to 
researchers at accredited research institutions subject to an extensive 
application process and hiring independent researchers itself to conduct the 
same research using the same data.  
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As to the first proposal—giving individuals the option to opt out of 

having their data shared—the researchers explained in their declarations 

that it was not feasible because it would create selection bias that would 

undermine the results of the studies.  Professor Wintemute stated, “I believe 

this suggestion violates widely-accepted standards for the conduct of 

scientific research.  Records-based research such as ours is regularly 

conducted on other major health problems, such as heart disease and cancer, 

without such an opt-out mechanism.”  In these types of studies, “where 

individual risk factors are very important, identified individual-level data 

linked across multiple datasets are frequently essential.”  “These projects 

proceed only with Institutional Review Board approval and are subject to 

strict identity protection requirements, as is the case with our research.  The 

individuals whose records provide the data for the research are not aware of 

the existence of the research.”  Beyond the one article generally discussing 

various de-identification methods, which we discuss further, post, Plaintiffs 

do not dispute Professor Wintemute’s explanation of the research norms or 

offer any evidence to the contrary.   

Consistent with Professor Wintemute’s explanation, the statutory 

amendments effectuated by Assem. Bill 173 expressly require that the DOJ 

make the data available to researchers at the Center—and permit the DOJ to 

make it available to researchers at other bona fide and accredited nonprofit 

research institutions—only “upon proper request and following approval by 

the [C]enter’s governing institutional review board [or human subjects 

committee] when required.”  (§§ 11106, subd. (d); 30352, subd. (b)(2).)  

Professor Webster provided a detailed description of the Institutional Review 

Board (IRB) and data protection protocols required to access firearm and 

ammunition data containing personally identifying information, and both 
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Professors Wintemute and Studdert averred that the studies they conducted 

were in fact subject to IRB approval and review.   

The Attorney General also provided declarations from a research data 

supervisor and an information security officer detailing the strict security 

protocols associated with any data transfers.  They explained that the DOJ 

shares data only after an extensive application process, during which the 

researchers must identify each individual that will have access to the data.  

Moreover, the security requirements vary with the type of data request, 

becoming increasingly stricter when more sensitive data is requested.  The 

researchers must agree to notify the DOJ of any data breaches and, to date, 

none of the researchers have had a breach, or otherwise inadvertently 

disclosed personally identifying information to any unauthorized person.  

This evidence establishes that the DOJ is already minimizing the privacy 

intrusion to the extent feasible while still permitting the important research 

to proceed, and Plaintiffs provide no evidence establishing these procedures 

are inconsistent with typical human subject research protocols or otherwise 

insufficient.  (See Lewis, supra, 3 Cal.5th at p. 576 [“ ‘[p]rotective measures, 

safeguards and other alternatives may minimize the privacy intrusion’ and 

thus should be considered when balancing a plaintiff’s privacy interest 

against a defendant’s countervailing interests”].)  

In addition, Professor Webster explained the important differences 

between the empirical research that is currently being conducted using 

individually identifiable DROS and AFS data and the prior research, which 

necessarily relied on “temporal and spatial associations between the adoption 

of policies and various [measurable] outcomes.”  As he explained, the use of 

individually identifiable data cures many of the limitations of the prior 

studies, and “[t]here is simply no way to accurately assess risk” in the way 
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these studies have been able to do without the use of personal identifiers.  “If 

those who opt out differ in important ways with respect to risks for future 

involvement in violence or suicide from those who do not opt out, the findings 

from the research will be biased and, therefore, of much less value.”  And, he 

opined further that “[d]esigning and implementing an opt-out process would 

be extremely expensive, time-intensive, and almost likely infeasible.”   

Professor Wintemute likewise explained, “[a]ccurate research results 

depend on having a population of research subjects that represents (i.e., 

closely resembles) the larger population from which it is derived.  An opt-out 

approach would introduce important bias into research on firearm violence 

and reduce the validity of its findings.”  Professor Studdert agreed, stating 

that “[f]or these and other reasons, large-scale, population-level 

epidemiological studies that use administrative data, like LongSHOT, rarely 

if ever use the kind of consent and notification procedures that are common 

in other types of research.”  Thus, all three professors agreed that requiring 

individual consent “as a pre-requisite for data use would, for practical 

purposes, render the research undoable,” both because of the cost and 

because it would “leave a non-representative group of firearm purchasers.”  

And, as Professor Wintemute concluded:  “This is not a hypothetical matter.  

When access to federal firearm tracing data for research was lost under the 

terms of the Tiahrt amendment (a change in federal law that limited use of 

tracing data in ATF’s possession), research on the structure and function of 

criminal firearms markets was severely impaired.”   

Plaintiffs do not dispute these specific explanations or offer any 

evidence to the contrary.  Plaintiffs simply assert, in conclusory fashion, that 

these declarations do not adequately explain why an opt-out mechanism 

would not be feasible.  They offer no argument or evidence rebutting the 
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specific explanations given as to why personal identifying information 

allowing for linkage is essential to the research being conducted, nor do they 

provide any affirmative evidence suggesting that an opt-out mechanism 

would be feasible or effective. 

As to the second proposed alternative—having the DOJ de-identify the 

data before providing it to researchers—Plaintiffs do provide some evidence 

regarding the various methods that can be employed to de-identify personal 

information from a given data set.  In his declaration, Professor Studdert 

candidly concedes that “[f]or some studies, deidentifying data before sharing 

it with researchers is entirely appropriate—indeed, good research practice 

dictates that it should be done.  A core principle in the responsible conduct of 

research involving sensitive data is the ‘minimum necessary’ principle:  

researchers should receive/collect and use the least amount of personal 

information needed to perform the study,” and that “[s]ome types of gun 

violence research can be conducted without any significant compromise in 

their quality without personally-identifying information.”   

However, for many of the same reasons already explained in the 

context of the proposed opt-out procedure, the DOJ’s data transfer policies 

already follow this core principle and provide personally identifying data only 

in cases where it is necessary to conduct the research.  Professor Studdert 

averred that “LongSHOT falls into this latter category; it is a type of study 

that cannot be done without the use of personal identifiers” for the reasons 

already explained.  And Professor Wintemute similarly averred that many of 

the key studies he and his team published concerning firearm violence “could 

not have been conducted without identified individual-level data.  In each 

case, the studies assess the relationship, at the individual level, between 

behavior in the past and events in the future.  This is simply not possible 
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with aggregate, population-level data, or without the ability to link records 

for identified individuals across multiple datasets.”  As he explained further, 

this proposed alternative “misapprehends the research process because [the 

researchers] do not request identified individual-level information unless it is 

necessary to our research.  Before obtaining that type of data, we must obtain 

UC Davis IRB approval.  The IRB’s mandate is to ensure that research 

projects are designed and executed in such a way that subject’s personal 

identifying information is given a very high degree of protection.  It reviews a 

detailed protocol describing the study’s rationale, design, execution, and 

security procedures.”   

As with the first proposed alternative, Plaintiffs generally dispute 

these assertions, and claim that “public policy researchers will always want 

to gather as much data as possible to conduct ever more research.”  But 

Plaintiffs do not provide any argument or evidence of their own in response to 

the declarations presented by the Attorney General, and do not explain why 

de-identification would be both feasible and effective in these specific types of 

studies.  Without doing so, they have not carried their burden to establish the 

existence of a feasible and effective alternative.  (See Lewis, supra, 3 Cal.5th 

at p. 575 [plaintiffs have the burden of demonstrating the existence of a 

feasible and effective alternative by substantial evidence].)  

 In sum, the Attorney General presented evidence in the trial court 

sufficient to establish a countervailing interest that outweighed any 

associated invasion of privacy and Plaintiffs did not provide evidence or 

argument sufficient to establish the existence of a feasible and effective 

alternative in response.  (See Lewis, supra, 3 Cal.5th at p. 572.)  However, by 

incorporating its analysis on the demurrer into its analysis on the 

preliminary injunction motion, it appears the trial court did not fully consider 
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the arguments and evidence concerning the state’s countervailing interest in 

determining whether Plaintiffs had established a likelihood of success on the 

merits.  Because Plaintiffs failed to rebut the Attorney General’s evidence 

establishing a legitimate countervailing interest or establish a feasible 

alternative, Plaintiffs could not establish the requisite likelihood of success 

on the merits as a matter of law, and the trial court could not properly grant 

the preliminary injunction.8  (See Butt, supra, 4 Cal.4th at p. 678; see also 

Lewis, supra, 3 Cal.5th at p. 572, quoting Hill, supra, 7 Cal.4th at p. 40 

[“ ‘The relative strength of countervailing interests and the feasibility of 

alternatives present mixed questions of law and fact. . . .  [I]n cases where 

material facts are undisputed, adjudication as a matter of law may be 

appropriate’ ”].) 

 
8  Having concluded that Plaintiffs cannot establish a probability of 
success on the merits as a matter of law, we need not consider the relative 
balance of potential harms.   
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IV.  DISPOSITION 

 The order granting the preliminary injunction is reversed and the 

matter is remanded to the superior court with directions to enter a new order 

denying Plaintiffs’ preliminary injunction motion.  Appellant is awarded costs 

on appeal. 

 
KELETY, J. 

 
WE CONCUR: 
 
 
 
DATO, Acting P. J. 
 
 
 
DO, J. 
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