
Illinois Families for Public Schools

332 S Michigan Ave

Lower Level Suite i252

Chicago IL 60604

June 29, 2021

Department of Law and

Department of Information Technology

Chicago Public Schools

42 W Madison St

Chicago IL 60602

Dear Ms. Chan and Mr. Youngberg:

Thank you for meeting with Jen Jones, Terri Smith and me on Wed. 6/16/21 to discuss the finalized

guidelines for Chicago Public Schools’ implementation of the amendment to the Student Online

Personal Protection Act.

Below are three areas that we wanted to follow up on based on the discussion at the meeting.

A - Applicability of SOPPA

Please confirm our understanding of the following points that you made during that meeting:

1. CPS currently only has plans to be compliant with SOPPA for what is defined in the guidelines

as educational technology (EdTech), namely “educational software, electronic or online tools

used by schools to improve student engagement, knowledge retention, individual learning or

collaboration.”

2. You expect CPS to be in compliance with SOPPA for about 80% of district usage of EdTech as

of July 1, 2019.

3. You do not know whether CPS will make the determination that Follett School Solutions, the

provider of the Aspen School Information System, is an operator under SOPPA.

As we requested at the meeting, we would appreciate a description of the criteria you are using to

determine what third parties will fall under the definition of operator, defined as the following in

SOPPA (Sec. 5):

“to the extent that an entity is operating in this capacity, the operator of an Internet

website, online service, online application, or mobile application with actual

knowledge that the site, service, or application is used primarily for K through 12

school purposes and was designed and marketed for K through 12 school purposes”

https://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=3806&ChapterID=17
https://www.ilga.gov/legislation/ilcs/ilcs3.asp?ActID=3806&ChapterID=17


Note that K through 12 school purposes is defined as:

"purposes that are directed by or that customarily take place at the direction of a

school, teacher, or school district; aid in the administration of school activities,

including, but not limited to, instruction in the classroom or at home, administrative

activities, and collaboration between students, school personnel, or parents; or are

otherwise for the use and benefit of the school.”

It is clear to us that under these definitions, Follett is an operator with respect to Aspen’s use in

Chicago Public Schools, given that the answer to all of the following questions is yes:

● Is Follett operating with actual knowledge that Aspen is used primarily for K through 12

School purposes?

● Was the Aspen system  designed and marketed by Follett for K-12 School Purposes?

● Is Aspen used for purposes directed by the school district?

● Is Aspen used for purposes that customarily take place at the direction of the school district?

● Is Aspen used for purposes that aid in administrative activities including collaboration

between students, school personnel, or parents?

If you believe the answer to these questions is not yes, please provide us with detailed evidence and

an explanation of why you hold that belief.

In addition, for each of the following third parties, please tell us whether CPS considers them to be

operators under SOPPA, has not made such a determination yet and/or does not plan to make any

such determination:

● Apple

● Battelle for Kids

● Blackboard

● Bookshare

● Cityspan

● ClassDoJo

● College Entrance Exam Board

● Data Recognition Corporation

● Docusign

● Forall Systems

● GoGuardian

● Google

● Hobsons

● Houghton Mifflin Harcourt Publishing Company

● Lifetouch

● Microsoft

● NWEA
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● Omicron

● Pearson

● PowerSchool Group

● Seon

● ServiceNow

● Teaching Strategies

● Thorsen Consulting

For any of the above for which a determination of operator status has not yet been made, please

provide a timeline for when such a decision will be made.

Also, note that as we mentioned in the meeting, in the majority of situations the Health Insurance

Portability and Accountability Act of 1996 does not apply to student health and medical data

collected in school settings, according to the US Department of Health and Human Services. In

contrast, both medical records and health records are included in the definition in SOPPA  of covered
information and thus will fall under protections of SOPPA when gathered by an operator.

B - Interaction of SOPPA and other privacy laws with respect to record requests

With respect to the section in the guidance: “How Parents Can Request, From the School a Copy of

the Covered Information an Operator has for Their Student,” we have the same concerns about the

interaction of SOPPA with other state and federal student privacy laws that we expressed to the

Illinois State Board of Education in response to their proposed rules for the implementation of the

amendment of SOPPA, Part 380. Namely, a school might issue a denial of a parent’s request for

information on the basis of SOPPA, but that denial could be in violation of the parent’s rights under

the Family Educational Rights and Privacy Act (FERPA), the Illinois School Student Records Act

(ISSRA) and/or the federal Individuals with Disabilities Education Act  (IDEA) since the latter have no

frequency restriction with respect to requests.

The burden of understanding which law applies to a request for information about one’s child should

not fall on the parent but on the school or district. As such, it is problematic to have a separate

process for requests made under SOPPA and an employee designated as the District SOPPA

Representative with no clear description of how the District SOPPA Representative and a school’s

official records custodian under ISSRA will communicate or collaborate.

As discussed in the meeting on 6/16/2021, we urge you to address this issue and also urge you to

discuss it with the Illinois State Board of Education since proposed Part 380 of Title 23 of the

Administrative Code is also problematic in the same way.

C - Issues remaining in finalized guidelines

Finally, with respect to the points we made about the draft guidelines in the letter we sent to you on

3/26/2021, we continue to have the following concerns:
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1. Data Deletion: We appreciate the addition of data deletion to the guidelines. We would

appreciate additional detail on the conditions for whether operators will be required to delete

data annually, at some other period, or only at the termination of an agreement and on the

procedures for determining whether parents or students wish to retain data, particularly with

respect to student-created work.

2. Inspection and review of covered information:
a. The guidelines still do not make it clear that parents have the right to inspect and review

their child’s covered information under Sec 33(c)1 in addition to requesting a copy or

requesting correction or deletion of that information under Sec 33(c)2-3 and Sec 27 (g),

respectively.

b. The Learn Platform interface does not appear to be sufficient with respect to what the

district is required to share publicly under Sec 27(a)1, in particular the elements of

covered information the school/district are sharing with operators.

3. SOPPA covers all operators: The guidelines still make reference to information about

“authorized software being used in the classroom.” Parents and other stakeholders (educators,

administrators, policy makers, etc) need transparency about all covered information that’s

being shared with operators. SOPPA is not simply about “edtech” and data being collected as

part of classroom instruction. Much of our children’s most sensitive data is not being collected

or maintained for purposes directly tied to classroom or instructional activities. But that data

is, nonetheless, covered information protected by SOPPA.

4. Parental consent and notification: The distinctions between Category 1, 2 and 3 information

which underlie the determination of whether parental consent or notification are required are

still not based on distinctions tied to the sensitivity of the data. If Category 1 can include, in

addition to “name, email, school, class, grade,” more sensitive data elements such as disability

status, disability diagnosis, student photo—and the Aspen SIS does in fact include these—then

the lack of parental consent or notification for Category 1 data is problematic. In addition, as

mentioned above, the Category of the covered information Follett receives via the use of

Aspen and the status of Follett as an operator is itself unclear under these guidelines and based

on the discussion with you at the meeting. However, as we stated above, it is clear that under

the definitions in SOPPA and with respect to Aspen’s use in CPS, Follett is an operator. As

Aspen is one of the most widely used pieces of software in the district and one that holds

comprehensive information on every student, it is crucial that CPS be in compliance with

SOPPA with respect to Follett and Aspen.

We look forward to a response from you on the items in Section A above, and we also look forward to

continuing our dialogue with your departments beyond SOPPA’s July 1, 2021 effective date.

Sincerely,

Cassie Creswell

Director

Illinois Families for Public Schools
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